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ABSTRACT

The ever-growing advancement in communication innovation of modern smart objects carries with it a new
era of improvement for 10T (Internet of Things) based networks. The health care system is the best approach to store
the patient’s personal health data in online with high privacy. Ensuring the privacy and confidentiality of patient
information in the cloud is of utmost importance; here, enhanced security model of healthcare data gives rise to
trust. Then, we presented healthcare service providers for giving the full scope of medical services to people
enrolled in 1oHT. The performance of Secure Data is approved through simulations in terms of energy cost,
computation time, etc. of the proposed algorithms and the results show that Secure Data can be efficient while
applying for ensuring security chances in loT-based healthcare systems.

Keywords: Internet of things (1oT), Security, Optimization, Sensor Network, share creation and block ciphers.

I.  INTRODUCTION

The Internet of Things (lIoT) is gathered of
an extraordinary number of things (devices) that are
linked through the Internet [1-10]. In everyday things
the framework can be equipped with distinguishing,
measuring, network and processing capabilities; for
such a way that this device can interact with different
devices and it can give service to accomplish a
specific objective through the internet [2]. In
attractive virtual and physical world, this system
related to an integrated
communication environment of interconnected
devices and platforms [11-20]. Therefore, it is
important to build up an effective model to guarantee
the security and integrity of the patient's
diagnostic information transmitted and received
from 10T environment [21-26]. The sophisticated
chips and sensors are surrounded in the physical
things that envelop us, for each transmitting valuable
data [5].The way toward sharing such substantial
measure of information starts with the devices
themselves which should safely communicate with
the 10T stage [27-35]. In most countries, the
healthcare data offer real sensitive information that
should be confined by law via Health Information
and Portability Accountability Association (HIPAA)
[36].

A need of serial to parallel converter and
parallel to serial converter is avoided by choosing
lightweight figure (simeck, simon, katan) family
which is having adaptability [37-40] in choosing
variable information and key sizes [15]. In the secret
cipher sharing, a whole cipher is analyzed into a
number of shares at the computing layer [41].

I1. LITERATURE REVIEW

In 2018 Sanaz Rahimi Moosavi et al. [42] proposed
the scheme is demonstrated by simulation and a full
hardware/software prototype. The result showed that
the energy-performance evaluation compared to
existing approaches. The proposed model reduces the
communication by 26% communication latency
between smart gateways and end users by 16%.
Investigation of our usage uncovered that the
handover idleness caused by versatility is low and the
handover procedure does not bring about any
preparing or correspondence overhead on the sensors.

The security system authenticates a user based on the
Open ID standard by Mahmud Hossain et al in 2018
[43]. In security the system that ensures user
authentication and protected access to resources and
services by 1oT. Once the authentication is
successful, the user is issued an authorization ticket,
called Security Access Token (SAT). The SAT
contains a set of privileges that grants the user access
to medical loT devices and their services and/or
resources. The SAT is cryptographically protected to
guard against forgery. A medical 10T device verifies
the SAT prior to serving a request, and thus, ensures
protected access.

A secure data collection scheme for loT based
healthcare system named SecureData by Hai Tao et
al. [44]. We use the idea of secret cipher sharing
technique to protect patients’ data privacy and it is
implemented and optimized in the FPGA hardware
platform using KATAN algorithm. In the cloud
computing layer, apply a distributed database
technique that includes a number of cloud data
servers to guarantee patients’ personal data privacy at
the cloud computing layer. The result showed that
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secure data can be effective when applying for
securing risks in 10T based healthcare.

The patient data are stored as a cloud server in the
hospital due to which the security is vital by
Mohamed Elhoseny et al. [46]. Thus, the framework
is required for the secure transmission and effective
storage of medical images interleaved with patient
information. For increasing the security level of
encryption and decryption process, the optimal key
will be selected utilizing hybrid swarm optimization,
i.e., grasshopper optimization and particle swarm
optimization in elliptic curve cryptography. In view
of this method, the medical images are secured in loT
framework.

1. SECURITY ISSUE AND
CHALLENGES IN IOHCT

e For getting to loT administrations, the
interfaces utilized through web, mobile, and
cloud are powerless against various attacks
which may seriously influence the information
privacy.

e The physical layer communication of IoHT
should be secured so as to make it difficult to
reach to unapproved recipients [24,19].

e Privacy Violation on cloud based IoHT:
Different attacks which may disregard
personality and area privacy might be propelled
on cloud or defer tolerant network based lIoHT
[26].

e With the heterogeneous networks, structures,
and conventions, the 10T pattern turns out to be
more powerless against single points of failure
than some other pattern.

Sensor Network

Collecting the
Sensed Data
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e Within the worldwide system, an efficient
combination of security benchmarks at each
layer would then be able to be characterized
through IoHT structural requirements.

IV. PROPOSED MODEL

Enhance the security model of Heath care
medical information from body sensor Network in
0T condition is proposed in this manuscript. To give
the extra security, Lightweight SIMON block cipher
based implementation is presented for cipher
information creation process. By choosing SIMON
cipher family which is having adaptability in
choosing variable information and key sizes, after
this model imaginative Share creation model is used
to produce the copy of cipher information in the
cloud server, besides, Selection of Number of the
user in loHT security process optimization is used. In
this way, security is a fundamental prerequisite of
healthcare applications. The shares are sent through
secure communication independently towards the
cloud. The achievement of healthcare application
depends mostly on patient security and privacy, for
an ethical and legitimate reason.

5.1 10T Sensor Network Model

l0T architecture is essentially made out of a
lot of low processing detecting units called nodes and
a cloud-based layer that empowers the user to screen
those nodes remotely and progressively. The work
introduces an loT approach for deploying a Wireless
Sensor Network (WSN) connected to the natural
observing of temperature and relative stickiness
inside doctor's facilities or center labs.

Cloud

- Server

Store the data in
cloud

Fig 1: 10T Sensor Network
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The design of the 10T sensor network
appears in figure 1. The proposed design is made out
of three layers to be specific, node layer (sensor
network) where the healthcare related data are
sensed, local administration layer (computer) and
cloud-based layer. The second layer gathers the
detected information from the network and after that
transfers the information to the cloud [47].

5.2 Cipher Information Generation Model

For secure transmission, cipher text is generated for
the considered healthcare information. In the
proposed study, SIMON block cipher is used to
encrypt the input data. The structure of SIMON [50-
60] square cipher comprises parallelism of
encryptions which includes round functions and key
generation blocks. The essential capacity of block
ciphers is to give secure on stored information or
information from the outsider utilizing symmetric
encryption strategies. They perform an activity on
fixed-size blocks of plain content and resulting in
about a block of cipher content for each. The most
generally utilized block sizes in presently block
ciphers are 64 bits and 128 bits [61-65].

Optimal Cloud Server Selection Model

Optimal cloud server is elected and secured by the
implementation of meta-heuristic algorithm ie
HTLBO. The TLBO method is based on the effect of
the influence of a teacher on the output of learners in
a class. The process of TLBO [30] is divided into
three parts, namely the teaching phase, the learning
phase and studying phase.

The procedure involved in the TLBO algorithm is
explained as follows
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Population Initialization: Generate a random
population according to the population size (here, the
number of users are considered) and a number of
design variables.

Share generation _using CRT: Using TLBO
algorithm, an optimal cloud server is achieved and
based on the available user, we can generate a
number of shares, for that, an innovative share
creation model is used, Chinese Remainder Theorem
(CRT) [33]. CRT s issued to solve a set of
simultaneous congruence equations which can be
stated as follows.

V. RESULTS AND ANALYSIS

Our proposed IoHT security model implemented in
Net beans with JAVA programming language JDK
1.7.0 windows machine containing the configurations
such as the Intel (R) Core i5 processor, 1.6 GHz, 4
GB RAM. Moreover our proposed lightweight block
cipher SIMON model compared with other cipher
creation algorithm and optimization model, along
with the Performance measure. Here considerable
measures are energy consumption, Throughput,
security level and execution time and some other
Measures.

Analysis

The HealthCare data securities the implementation
model, the collected information’s are converted to
packets ready to transmit from an loT device/sensor.
Then the SIMON cipher model in hardware
implementation, it maintains the security model in
healthcare provider (owner/ doctor) to body sensor
network information. Encryption operations are
activated by the confirmation of a start data. In the
first cycle of encryption operations, plaintext is
loaded in hardware properties.

Table 1: Our proposed Simon parameters

Data Size . Number of . Cipher Secure
(Health info) Key words Key size Rounds Energy (PJ/bit) Level (%)
16 4 64 32 3.22 85.45
24 3 72 36 5.22 92.12
32 4 128 36 2.14 89.45
48 3,4 144,192 42 3.12 94.15
64 3,4 192,256 42,44 3.45 88.4
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96 2,3 192,288

52,54 3.88 82.2

128 2,34 256,384,512

68,69,72 3.85 81.2

Table 1 shows the proposed Simon parameters for
IoHT. Here, the parameters are analyzed based on
healthcare data sizes. In this table we take some data
sizes like 16, 24, 32, 48, 64,96 and 128, for example,
if the data size is 16, the keywords reaches 4, key size
allotted as 64, the data performed in the Simon model
for 32 rounds. The energy received as 3.22 PJ/bit and
the cipher secure level is 85.45%. If the data sizes are
increased, key size and number of rounds is increased,
moreover, the cipher secure level reaches maximum in
proposed Simon model.

VI. CONCLUSION

In this research paper, we have analyzed the
difficulties with data collection in loT-based
healthcare applications and proposed another
healthcare data secure scheme to provide high data
security and ensure the privacy of the patients’
personal data. The outcomes demonstrated that the
proposed algorithm is able to optimize the number of
users and enhance the data privacy accuracy in cloud.
Furthermore, its execution time shows Dbetter
performance than the other cipher algorithms and
share generation model. For future investigations, we
will study the detailed implementation of the
algorithms with different measures by using
innovative data encryption methods with hybrid
optimization approach. This will be pertinent to
various applications in cloud data security under
threats/attacks condition.
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