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ABSTRACT:  
With the increasing use of social media and content-sharing platforms, the rise of spam comments 

has become a serious threat to user experience, platform integrity, and information reliability. 

YouTube, in particular, encounters a substantial volume of malicious and promotional messages 

intended to mislead users and manipulate engagement. Conventional rule-based and manual 

detection methods are insufficient against the rapidly evolving nature of spam, highlighting the need 

for automated and intelligent solutions. This thesis presents a machine learning-based framework for 

detecting spam comments on YouTube. A user-friendly application was developed to automate the 

detection process. Four classification algorithms like Logistic Regression, Random Forest, Support 

Vector Machine (SVM), and Naïve Bayes, were trained and evaluated on a labeled dataset of 

YouTube comments. Experimental analysis demonstrates that the proposed approach is highly 

effective, achieving up to 96% accuracy in distinguishing spam from legitimate comments. The 

findings confirm that machine learning offers a robust and scalable solution for detecting spam 

content on digital platforms. Future extensions of this work may include real-time spam filtering, 

integration of deep learning models for enhanced feature extraction, multilingual dataset expansion, 

and deployment across broader social media ecosystems. 
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1. Introduction  

YouTube has become one of the most active 

social media platforms, enabling global 

interaction through user comments [1]. 

However, the openness of this communication 

space has made it a target for spam including 

misleading promotions, phishing links, scams, 

and automated bot-generated content. Such 

spam not only disrupts genuine conversations 

but also threatens user safety and undermines 

platform credibility [3], [11]. 

Traditional rule-based spam filters are no 

longer adequate, as spammers constantly 

modify their tactics to evade detection. 

Machine Learning (ML) offers a more 

adaptive and intelligent solution by learning 

patterns from real-world data and accurately 

classifying spam comments using linguistic 

and behavioral features. Algorithms such as 

Naïve Bayes, Support Vector Machines, 

Logistic Regression, and Random Forest have 

shown strong performance in YouTube spam 

detection tasks. 

Therefore, the integration of ML techniques is 

essential for ensuring secure, trustworthy, and 

engaging user interactions on YouTube. This 

review focuses on existing ML approaches, 

their effectiveness, challenges, and potential 

future advancements in spam comment 

detection. 

2. Proposed Methodology 

The flowchart of the proposed methodology is 

shown in Figure 1. The following steps are 

involved in detecting spam on YouTube. 

 Data Collection: The first step is to 

gather the required data. In this 

process, we collect datasets in CSV 
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format from YouTube. The YouTube 

dataset is used for spam detection. 

 User Interface Interaction: In this 

proposed system, users interact with an 

application where they can input a 

comment in a text box. When they 

click the "Check for Spam" button, the 

system will analyze the comment and 

determine whether it is spam or not.  

 Data Preprocessing: Data 

preprocessing, also known as data 

cleaning, is an important step in spam 

detection. This process involves 

refining raw text by removing 

unnecessary information, making it 

easier for the system to analyze the 

data accurately. 

Figure 1: Proposed Methodology for Spam 

Detection on YouTube Data 

 

 Feature Extraction: In this step, the 

text data is converted into numerical 

values that machine learning models 

can understand. The TF-IDF 

Vectorization method is used to assign 

importance to words in the dataset. 

Additionally, N-grams (unigrams and 

bigrams) are extracted to capture word 

relationships and improve the accuracy 

of spam detection. 

 Model Training: To build an effective 

detection system, different machine 

learning models are used. For spam 

detection on YouTube, we train models 

using methods such as Logistic 

Regression, Random Forest, Support 

Vector Machine (SVM), and Naïve 

Bayes. These models help analyze 

patterns and classify content 

accurately. 

By following these steps, the system aims to 

improve the detection of spam on YouTube 

and identify fake accounts on Facebook 

effectively. 

3. Results and Discussion 

Based on the outcomes of this study, created 

an interactive application to enhance usability 

and simplifying process, this application 

provides a rectangular input box which enable 

users to input their comment for check spam 

detection  and under the rectangular input box 

there are one  rectangular check for spam 

button as show in Figure 2. 

 
Figure 2: Spam detection application 

interface 

For spam detection, first user need insert a 

comment that will be analyzed further that is 
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spam or not. In Figure 3 shown the entered the 

comment "I sell this laptop" in the input 

section, the background spam detection 

application processes the text using a machine 

learning model. The model analyzes various 

features to determine whether the comment is 

spam or not. 

 
Figure 3: Enter a comment (“I sell this 

laptop”) for spam detection  

 

After entering the comment “I sell this 

laptop”, click the Check Spam option as 

shown in Figure 3. The application then 

analyzes the comment in the background and 

generates a prediction result to determine 

whether the comment is spam or not. Figure 4 

shows that the given comment is classified as 

Not Spam. 

 
Figure 4: The comment is not spam 

The accuracy of the proposed model is 

illustrated in Figure 5, which presents the 

performance of various machine learning 

algorithms applied to the dataset. The model 

was trained for YouTube spam detection, 

utilizing multiple classification techniques to 

evaluate their effectiveness. 

For YouTube spam detection, the accuracy 

varied slightly among the classifiers. Logistic 

Regression demonstrated the highest accuracy 

at 96%, followed by Random Forest at 95%. 

Support Vector Machine (SVM) achieved an 

accuracy of 92%, while Naïve Bayes 

performed the lowest at 90%. These variations 

indicate that some models were more effective 

than others in identifying spam content on 

YouTube, potentially due to differences in 

how each algorithm processes textual and 

metadata-based features. 

 
Figure 5: Model accuracies for spam 

detection on YouTube data 

 

4. Conclusion 

This study presents an effective machine 

learning-based approach for detecting spam 

comments on YouTube. A user-friendly 

application was developed to simplify the 

detection process and enable rapid verification 

of comments. The experimental analysis 

demonstrated that machine learning algorithms 

can accurately distinguish between spam and 

genuine comments based on textual features. 

Among the evaluated models, Logistic 

Regression achieved the highest accuracy 

(96%), followed by Random Forest (95%). 

Support Vector Machine (SVM) attained 92% 

accuracy, whereas Naïve Bayes recorded 90%. 

These results indicate that Logistic Regression 

and Random Forest performed more 

efficiently in identifying YouTube spam, 

likely due to their ability to capture relevant 

linguistic and statistical patterns in user 

comments. 
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Overall, the research confirms that machine 

learning is highly effective for YouTube spam 

detection and can significantly improve the 

reliability and safety of user interactions on the 

platform. 
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