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ABSTRACT:

The New beginning of computing technology is arriving such as the Internet of Things (loT). It
is a kind of Global Neural Network the cloud that interfaces various gadgets. Human life and the
way we work has been revolutionized by the Internet in the past decade. Currently, 10T is
changing the trends of human life as the use of emerging technologies which consist of
heterogeneous communication devices is increasing. 10T will be a key aspect for the society that
will be implemented to change the older trend of living and the way of work. 10T consists of
smart machines that interact and communicate with other devices, environments, objects, radio
frequencies, and sensors. On this planet, 10T makes lives safer and easier and it will also help to
change the environment. Hence it is important to study the recent trends in the Internet of Things
its applications, future, features, and challenges in the current scenario. This paper is all about
the recent trends in Internet of Things, its applications, and challenges.
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1. INTRODUCTION and can cover huge amount of information.

As the majority of the cycles are done

Kevin Ashton prepared the articulation
"Internet of Things" in 1999. He made it in
his workplace, Proctor and Gamble. Ashton
composed putting a RFID pennant on each
lipstick and having them talk with a radio
recipient. It raised the way that this data
collection can be used to deal with a lot of
issues in actuality. Wireless communication
devices have a new scenario called IoT.
Everything that exists in the world or exists
in the future, internet is the facility to
manage them using loT [1-3].

Internet of Things and its application have
become an important part for today’s human
lifestyle. It has become an important tool in
every field. You have heard the term
“Internet of Things” (IoT) at many places
such as in an article or in an advertisement or
on social media. But the term IoT is broad

through the internet, we need a functioning
high-speed internet connection. All the
hardware's that are used in our everyday life
is a piece of 10T and can be controlled and
observed utilizing 10T. Therefore, the
Connection  between human- computer
things is explained by technology [4-8].

With the help of sensors in 10T the majority
of processes can be done. Sensors can
transmit raw physical data into digital signals
to its control center that’s why sensors are
deployed everywhere [9-11]. In this paper
we are discussing about the recent trends in
Internet of Things, its application, future of
loT , and challenges in 10T in current
scenario.

2. Applications of loT in Different
Fields
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Internet of Things is used to connect various
things which we use in our daily life.

Figure 1: Application of 10T [27]

IoT can assume a huge part on the whole
territories of regular day to day existence,
Figure 1 shows the potential zones. Such
zones shift from schooling to wellbeing,
shrewd homes to  brilliant  urban
communities, transport to energy, and so
forth.

2.1.Smart Cites

The loT has the power to transform entire
city into smart city by solving problem faced
by citizens of that city every day. With the
proper connection and data and providing
high speed internet they can solve many
problems of city by using 10T based devices.
Smart parking, urban maps, smart lighting
are some of the applications of smart city
[12-13].

Smart health

Figure 2: Smart city using 10T [25]
2.2.Smart Vehicles

The smart vehicles have internet access and
can share that access with others just like
connecting with a wireless network at homes
and office.This is possible due to 10T. There
are vehicles which has full internet access,
all the functions are done by the Artificial
Intelligence, we can control the car by sitting
at home by remote or the car has its own
mind to control the car. Example of smart
vehicles is driverless cars which is part of
loT make it possible to make driverless cars.
Cars which have their own mind how to
drive and at which speed limit and they have
also the parking skill i.e. smart parking. This
is possible due to sensors and Al which is
part of loT [14-15].

2.3.Smart Home

These are the devices which helps us to
make the home smart such as amazon eco,
google duo by these devices we can control
all the electronic devices which are at home
from anywhere by the help of Al. We can
say them to play music or turn on the
washing machine etc. all the things that we
have at home can control by this method.
These devices are work on loT [16-17].

2.4 Wearable Device and smart watches
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In the continues development of the wireless
communication the max of the device for the
daily communication are going to the used in
wearable devices [18-19]. The watches
which wear at hand are no longer used to see
the time it is now all the things that anyone
can do on a smart phone can be done in the
watch that we wear on wrist hand we can
make calls, do messaging, do chatting etc.
even we can have the record of our health
with the help of sensors embedded wrist fit
bands. By this fit band we can have the
record of our body fitness such as how many
steps we walk in a particular day, heartbeat
rate, calories burn etc. This all is possible
due to the 10T based sensors.

2.5.Smart hospitals

loT is utilized for tracking the objects,
character, detecting, and authentication of
individuals in the medical clinics. To follow
the individual or the item moving the way
toward tracking is utilized. Tracking is
likewise used to decrease clinical record
support and forestall confusing. RFID, NFC,
WSN, Wi-fi, Bluetooth, and so on are the
current patterns where 10T components are
utilized. 10T is utilized to improve the
observing strategies for the capacity like
temperature, heart rate, and glucose.

Figure 3: Smart Hospital using 10T [26]
2.6.10T in Agriculture fields

For collecting the information from the
climate and soil, an observing sensor of 10T
is utilized in the farming field, it will help for
building up the inventory and development
of the harvest. The stock and need of
agrarian items have not been controlled
appropriately because of the slight contrast
in the state of harvest and weather change,
infection and bug harm, and so forth The
loT based checking framework is executed to
conquer it, it will dissect the yield climate
and likewise help to improve the
efficiency of dynamic by examining harvest
measurements [20].

3. Features of loT

Connectivity, analysis, integration, Al,
sensors, etc are some most important
features of 10T. There are following features
mentioned below:

e Connectivity: Connectivity is setting
up a suitable connection between all
the 10T components of the IoT stage
which might be a worker or a cloud. At
the point when we interface the loT
gadgets, they need high velocity
informing between the gadgets and the
cloud to empower dependable, secure
and two-way communication.

e Analysis: We have to do an analysis of
the collected data in real-time and use
it to  build effective business
intelligence. We call our system a
smart system if the data gathered from
all of these things are insightful.

e Integration: loT integration between
different models to improve user
experience.

e Artificial Intelligence: Through the
use of data collected IoT makes smart
decisions and enhances the life of a
human. For example, the coffee
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machine itself orders the coffee beans
of your choice from the retailer if the
beans get expired or empty [21-22].

e Sensors: Without sensors, there can be
no efficient or real 10T environment.
Sensors used in Internet of Things
technologies detect, measure and report
any change in the environment. loT
technology brings passive networks
into active networks.

4.  Challenges

Although the Internet of Things assumes a
significant part in different parts of life, there
are not many issues and difficulties that
ought to be engaged. This examination paper
manages the most widely recognized issues,
for example, increment in number associated
gadgets, heterogeneous climate, increment
information  stockpiling, protection and
security [17]. Standardization, Architecture,
Scalability and Security are a portion of the
difficulties that are talked about as follows.

e Standardization: It is the backbone of
developing the Internet of Things and
one of the most important and major
challenges in implementing the Internet
of Things. Bodies such as ETSI, ITU,
and IETF, IEEE, etc. are the most
important that are included in the loT
framework development. Providing an
open level and smooth activity is not
standardization its activity is different.
This challenge has to be considered in
the future for integration into different
types of 10T technologies.

e Architecture: To enable the integration
of  different  technologies, the
architecture of the Internet of Things
has put an important role. Support for
continuity of service is done by
architecture. The most important and
the main challenge for the Internet of

Things system is the use of the
integrated structure for a separate
application. Adaptability, transparency,
and dependability taking all things
together sorts of climate are the
primary prerequisite for the design. It
ought to be multi-area empowered,
basic, and adaptable reconciliation just
as robotization in the Internet of
Things. Equipment, software, systems
administration, and sensors are the
various sorts of gatherings in loT
engineering [17].

e Scalability: The addition of devices and
services for current performance is
referred to as the scalability of the
Internet of Things. It supports the
number of devices with different
restrictions. We need the framework
and Architectural Engineering to apply
the scalability. The addition of new
device and objects to the Internet of
Things is the main problem of
scalability.

e Security: To deliver device and stuff
security has placed in a large part of
the Internet of Things. Nowadays,
there are many types of attacks that our
network, system get and these can
access personal information and can be
used in wrong things. With the help of
current technologies of loT, it is
difficult to provide security [23-24].

5. Conclusion

In the existences of millions of people, the
Internet of Things assumes a significant part
everywhere on the world. It reduces human
collaboration and orders and gives greatest
mechanization in different fields of society.
However, all things have its issue thus; 10T
innovation has its own execution issues and
difficulties that have covered in this paper. In
the future these issues and challenges can be
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taken and possible solutions that make up the

Internet

of Things can be suggested

eventually reliable, stable and safe structure.

References

[1]

[2]

[3]

[4]

[5]

[6]

D. Singh, G. Tripathi and A. J. Jara,
"A survey of Internet-of-Things:
Future vision, architecture,
challenges and services,” IEEE
World Forum on Internet of Things
(WF- 10T), pp. 287-292, 2014.

V. Tyagi and A. Kumar, "Internet of

Things and social networks: A
survey," 2017 International
Conference on Computing,

Communication and Automation
(ICCCA), pp. 1268-1270, 2017.

G. K. Soni, V. Poddar, Y. Sahu and
P. Suryawanshi, "Hand Gesture
Recognition Based Wheel Chair
Direction Control Using AVR
Microcontroller”, International
Journal of Advanced Research in
Computer and  Communication
Engineering, vol. 5, no. 3, pp. 344-
348, 2016.

K. Agarwal, A. Soni, S. Mishra and
G. Jangid, "An loT-Enabled
Autonomous  Fire  Suppression
Robot,” IEEE 8th International
Conference on Communication and
Electronics Systems (ICCES), pp.
1822- 1827, 2023.

Miorandi, Daniele, Sabrina Sicari,
Francesco De Pellegrini, andImrich
Chlamtac. "Internet of things:
Vision, applications and research
challenges." Ad hoc networks 10, no.
7, pp- 1497-1516, 2012.

B Jain, G Soni, S Thapar, M Rao, "
A Review on Routing Protocol of
MANET with its Characteristics,

[7]

8]

[9]

[10]

[11]

[12]

Applications and Issues”,
International  Journal of Early
Childhood Special Education, Vol.
14, Issue. 5, 2022.

U.H. W. T. B. Ted Saarikko, "The
Internet of Things: Are you ready for
what’s coming?," Business Horizons,
Volume 60, Issue 5, , pp.667-676,
2017.

M. H. Miraz, M. Ali, P. S. Excell
and R. Picking, "A review on
Internet of Things (loT), Internet of
Everything (IoE) and Internet of
Nano Things (IoNT)," Internet
Technologies and  Applications
(ITA), pp. 219-224, 2015.

E. P. Yadav, E. A. Mittal and H.
Yadav, "loT: Challenges and Issues
in Indian Perspective,” IEEE 3rd
International Conference On Internet
of Things: Smart Innovation and
Usages (1oT-SIU), pp. 1-5, 2018.

A. Tiwari, G. K. Soni, D. Yadav and
L. Sharma, "Performance Evaluation
of MIMO System in Different
PDSCH Modulation Type for
Wireless Communication  Using
20MHz Channel Bandwidth,” IEEE
International Conference for
Advancement in Technology
(ICONAT), pp. 1-4, 2022.

G. Shankar, V. Gupta, G. K. Soni, B.
B. Jain and P. K. Jangid, "OTA for
WLAN WiFi Application Using
CMOS 90nm Technology",
International Journal of Intelligent
Systems and  Applications in
Engineering, 10(1s), 230-233, 2022.

M. llyas, "loT Applications in Smart
Cities," IEEE International
Conference on Electronic
Communications, Internet of Things

ISSN: 2393-9516

www.ijetajournal.org

Page 59



http://www.ijetajournal.org/

International Journal of Engineering Trends and Applications (IJETA) — Volume 12 Issue 6, Nov-Dec 2025

[13]

[14]

[15]

[16]

[17]

(18]

and Big Data (ICEIB), pp. 44-47,
2021.

A. Kirimtat, O. Krejcar, A. Kertesz
and M. F. Tasgetiren, "Future Trends
and Current State of Smart City
Concepts: A Survey,” in IEEE
Access, vol. 8, pp. 86448-86467,
2020.

Y. Y. Chu and K. H. Liu, "loT in
Vehicle Presence Detection of Smart
Parking System," IEEE Eurasia
Conference on 10T, Communication
and Engineering (ECICE), pp. 56-59,
2020.

Riza et al.,, "A Design of Smart
Charging Architecture for Battery
Electric  Vehicles,” IEEE PES
Innovative Smart Grid Technologies
Europe (ISGT EUROPE), pp. 1-5,
2023.

K. Agarwal, A. Agarwal and G.
Misra, "Review and Performance
Analysis on Wireless Smart Home
and Home Automation using loT,"
IEEE 2019 Third International
conference on I-SMAC (loT in
Social, Mobile, Analytics and
Cloud), pp. 629-633, 2019.

T. Malche and P. Maheshwary,
"Internet of Things (10T) for building
smart home system,” IEEE 2017
International Conference on I-SMAC
(10T in Social, Mobile, Analytics and
Cloud) (I-SMAC), pp. 65-70, 2017.

G. K. Soni, D. Yadav, A. Kumar and
L. Sharma, "Flexible Antenna
Design for Wearable 10T Devices,"
IEEE 3rd International Conference
on Technological Advancements in
Computational Sciences (ICTACS),
pp. 863-867, 2023.

[19]

[20]

[21]

[22]

[23]

[24]

G. K. Soni, D. Yadav, A. Kumar and
L. Sharma, "Flexible Antenna
Design for Wearable 10T Devices,"”
Transactions on Emerging

Telecommunications
Technologies, €4894, Vol. 55, Issue.
1, 2024.

G. K. Soni, S. Gour, K. Agarwal, A.
Sharma, C. S. Shekhawat and B. k.
Sharma, "IOT Based Smart
Agriculture  Monitoring  System",
Design Engineering, no. 6, pp. 2243-
2253, 2021.

Priya Gaur, Sudhanshu Vashistha,
Pradeep Jha,"Comprehensive
Review of Sentiment Analysis Using
Machine Learning”, International
Journal of Engineering Science
Technology And Research (IJESTR),
Vol. 7, Issue. 3, pp. 37-46, 2022.

Sudhanshu Vashistha, Amit Kumar
Yadav, Angha Sharma, "A Survey
on Automatic Face Recognition
under Partial Occlusion”,
International Journal of Engineering
Research and Generic  Science
(NERGS), Vol. 5, Issue. 2, pp. 138 -
142, 20109.

Mukul Aggarwal, Deepak Kumar
Yadav, Himanshu Arora, Sudhanshu
Vashistha, "Security System on Data

Encryption & Decryption”,
International Research Journal of
Engineering and Technology

(IRJET), Vol. 7, issue. 4, 2020.

Himanshu Kumar, Himanhsu
Agarwal, Sudhanshu  Vashistha,
Santosh Kumar, "A Review on
Blockchain-Based  Systems  and
Applications”, International Journal
of Engineering Science Technology

ISSN: 2393-9516

www.ijetajournal.org

Page 60



http://www.ijetajournal.org/

International Journal of Engineering Trends and Applications (IJETA) — Volume 12 Issue 6, Nov-Dec 2025

[25]

[26]

[27]

(28]

And Research (IJESTR), Vol 5,
Issue. 2, pp. 99-104, 2020.

https://blog.getmyparking.com/2021/
02/09/iot-in-smart-cities-how-iot-is-
raising-the-standard-of-city-living/

https://www.medigy.com/communiti
es/innovation-lifecycle/contributed-
content/smart-hospitals-pioneering-
the-hospital-of-the-future-through-
iot-and-connectivity/

https://stl.tech/blog/what-are-the-
applications-of-iot/

G. Sharma, N. Hemrajani, S.
Sharma, A. Upadhyay, Y. Bhardwaj,
and A. Kumar, “Data management
framework for 1oT edge-cloud
architecture for resource-constrained

[29]

[30]

IoT application,” Journal of Discrete
Mathematical Sciences and
Cryptography, vol. 25, no. 4, pp.
1093-1103, 2022.

M. k. Jha, “Recent Trends and
Emerging  Applications of the
Internet of Things: Transforming the
Way We Live and Work”,
International Journal of Engineering
Trends and Applications, Vol. 12,
Issue. 4, pp. 239-244, 2025.

R. Kawatra, D. K. Dharamdasani, R.
Ajmera et al., “Internet of Things
(1oT) applications, tools and security
techniques,” in Proc. 2nd Int. Conf.
on Advance Computing and
Innovative Technologies in
Engineering (ICACITE), Apr. 2022.

ISSN: 2393-9516

www.ijetajournal.org

Page 61



http://www.ijetajournal.org/

