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Abstract:  
With the rapid expansion of digital media, images have become a major component of data 

exchanged over public networks, making their security a critical concern. Digital content often faces 

threats such as unauthorized access, modification, and copyright violations. To address these issues, 

techniques like encryption, authentication, and steganography are employed. This study focuses on 

RSA, an asymmetric encryption algorithm using public and private keys to ensure confidentiality and 

security, and Arnold Transformation, which enhances image protection through pixel scrambling 

based on iteration keys. The integration of RSA with Arnold Transformation provides a robust 

framework for secure image transmission, offering strong resistance against unauthorized access and 

cryptographic attacks. 

Keywords: Cryptography, Image Encryption, RSA Algorithm, Arnold Transform, Public Key, 

Private Key.  

1. Introduction 

Since digital imaging plays an important role 

in multimedia technology, maintaining user 

privacy becomes even more important. To 

ensure such security and privacy for the user, 

it is very important to encrypt the image to 

protect against unauthorized access. 

Encryption of pictures and video is employed 

in varied fields, as well as web 

communications, multimedia system systems, 

medical imaging, telemedicine and military 

communications. color pictures ar transmitted 

and keep in massive quantities via the net and 

wireless networks that use the speedy 

development of multimedia system and 

network technologies. Cryptography has 

played an important role in security, and this is 

the battlefield for mathematicians and 

scientists from Shannon since 1949. Several 

cryptographic algorithms are now offered as 

AES, DES, RSA, IDEA, etc [5]. 

The image is the communication mode most 

used in different fields such as medical field, 

research field, industry, military area, etc. The 

important transfer of images will take place in 

an unsecured Internet network. Therefore, 

there is a need for appropriate security so that 

the image prevents access by the unauthorized 

person to important information. The 

advantage of the image is that it covers more 

multimedia data and needs protection. 

Cryptography is a type of image security 

method; it offers the secure method of 

transmitting and storing the image on the 

Internet. Security is the main concern of any 

system to maintain the integrity, 

confidentiality and authenticity of the image. 

Although cryptography is the efficient method, 

it also faces the problem of security if data 

with gray levels are more numerous [3]. 

Encryption is the study of techniques to 

guarantee the communication process between 

the sender and the receiver in the presence of 

third parties called "liabilities". Essentially, it 

is understood that the design of protocols 

based on mathematics, computer science and 

electrical engineering encrypt and decipher 

information in the form of data and images. 

Modern cryptography can be classified 

broadly into two types: Symmetric key 

cryptography  and Asymmetric key 

cryptography. 
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2. Proposed Methodology 

The asymmetric RSA encryption algorithm 

provides enhanced security, as the receiver 

does not need to share a different secret key 

with each sender to ensure secure 

communication. Another major advantage of 

RSA is that it is computationally hard to 

break, since its security relies on the 

factorization of large prime numbers a 

problem considered extremely difficult to 

solve. However, in certain cases, if an attacker 

somehow obtains an approximate decryption 

key through guessing or permutation 

techniques, it is possible to partially 

reconstruct 70–80% of the original image. 

This partial recovery could still provide 

significant information about the actual image. 

To address this issue, we incorporate Arnold 

Transformation along with RSA. The Arnold 

transformation scrambles the positional space 

of image pixels, effectively changing their 

locations while preserving their gray levels. 

The greater the pixel displacement, the higher 

the scrambling effect, resulting in a visually 

chaotic image. Although pixel values remain 

unchanged, the visual appearance of the 

scrambled image becomes highly disordered, 

making it incomprehensible to unauthorized 

users. Thus, even if an attacker recovers part 

of the decrypted image before applying the 

inverse Arnold transformation, the result will 

still be a disordered image that is extremely 

difficult to interpret. 

Another strength of the Arnold transformation 

is its use of modulo operations, which require 

knowledge of the exact number of iterations 

applied. An incorrect prediction of the 

iteration count leads to an even more 

scrambled image, further enhancing security. 

Additionally, Arnold transformation is 

computationally efficient, requiring less time 

than many other scrambling techniques. 

Therefore, combining RSA with Arnold 

Transformation improves the robustness of 

encryption without significantly increasing 

computational overhead. 

Furthermore, in RSA, when prime numbers 

are chosen such that their coprime values are 

close to the maximum pixel value, the 

encrypted image may visually resemble the 

original. Arnold transformation resolves this 

issue by transforming the encrypted output 

into a completely different, unrecognizable 

image. 

Hence, our proposed hybrid approach, which 

combines Arnold Transformation with RSA, 

provides stronger and more robust digital 

image encryption, ensuring higher security 

against potential attacks. 

3. Results and Discussion 

In the proposed methodology, image 

scrambling is first performed using Arnold 

Transformation, followed by RSA encryption. 

This combined approach significantly 

enhances the robustness of image encryption, 

offering improved resistance against 

cryptographic attacks and ensuring higher 

security for digital images. 

The results of the proposed method are shown 

in Figure 1. Figure 1(a) displays the original 

image, while Figure 1(b) shows the scrambled 

image obtained after applying Arnold 

Transformation. Figure 1(c) presents the 

encrypted image, which appears completely 

different from the original. Figure 1(d) 

illustrates the inverse Arnold Transformation 

applied to the encrypted image, and finally, 

Figure 1(e) shows the decrypted image, which 

closely resembles the original image. Thus, the 

combination of Arnold Transformation and 

RSA algorithm achieves improved encryption 

for digital images, ensuring enhanced security 

and robustness. 

 

http://www.ijetajournal.org/


International Journal of Engineering Trends and Applications (IJETA) – Volume 12 Issue 5, Sep-Oct 2025 

ISSN: 2393-9516                          www.ijetajournal.org                                                  Page 9 

 

 
Figure 1: Encryption and Decryption of image using Arnold Transformation and RSA 

Algorithm 

6. Conclusion 

The integration of RSA encryption with 

Arnold Transformation provides a secure and 

efficient hybrid approach for image protection. 

While RSA ensures strong key-based security, 

Arnold Transformation adds an extra layer of 

scrambling, making decryption without 

authorization extremely difficult. This 

combination enhances robustness against 

attacks while maintaining low computational 

overhead, offering a reliable solution for 

secure image transmission. 
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