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ABSTRACT 

As organizations increasingly migrate to cloud computing environments, ensuring robust security 

measures becomes imperative to protect sensitive data and maintain the integrity of digital assets. This 

comprehensive review examines the multifaceted challenges associated with cloud security and explores 

current best practices and solutions to mitigate these risks. Key areas of focus include data breaches, 

unauthorized access, compliance issues, and the dynamic nature of cloud environments. By understanding 

these challenges and implementing effective security strategies, organizations can enhance their cloud 

security posture and safeguard their digital resources. 
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I.     INTRODUCTION 

Cloud computing has fundamentally transformed 

the IT landscape by providing scalable, on-demand 

access to a shared pool of computing resources, 

including servers, storage, and applications. This 

shift offers numerous benefits, such as cost savings, 

flexibility, and enhanced collaboration capabilities. 

However, the migration to cloud environments also 

introduces a distinct set of security challenges that 

organizations must address to protect sensitive data 

and maintain trust in cloud services. 

 

Data Confidentiality and Integrity: 

One of the primary concerns in cloud computing 

is ensuring the confidentiality and integrity of data. 

Storing data off-premises means that organizations 

must rely on cloud service providers (CSPs) to 

implement robust security measures. However, this 

reliance raises questions about data breaches, 

unauthorized access, and the potential for data loss. 

Ensuring that data remains confidential and 

unaltered during storage and transmission is 

paramount. 

 

Regulatory Compliance: 

Organizations operating in regulated industries 

must adhere to various legal and regulatory 

requirements concerning data protection and 

privacy. Migrating to the cloud does not absolve 

organizations of these responsibilities; instead, it 

necessitates a thorough understanding of how data 

is managed, stored, and protected within the cloud 

environment. Ensuring compliance with standards 

such as the General Data Protection Regulation 

(GDPR) or the Health Insurance Portability and 

Accountability Act (HIPAA) requires diligent 

oversight and collaboration with CSPs. 

 

Shared Security Responsibility: 

The cloud model operates on a shared 

responsibility framework, where both the CSP and 

the client have distinct security obligations. While 

CSPs are typically responsible for securing the 

underlying infrastructure, clients must manage the 

security of their data, applications, and user access. 

This division can lead to ambiguities and potential 

security gaps if roles and responsibilities are not 

clearly defined and understood. 

 

Dynamic and Complex Environments: 

Cloud environments are inherently dynamic, with 

resources that can be rapidly provisioned and 

deprovisioned. This elasticity, while advantageous 

for operational efficiency, introduces complexity in 

maintaining consistent security policies and 

configurations. The ephemeral nature of cloud 

resources requires continuous monitoring and 

adaptive security measures to address potential 

vulnerabilities effectively. 

 

Emerging Threats: 
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As cloud computing continues to evolve, so do 

the threats targeting these environments. Cyber 

adversaries are developing sophisticated methods to 

exploit vulnerabilities specific to cloud 

architectures. This evolving threat landscape 

necessitates that organizations stay informed about 

the latest security challenges and implement 

proactive measures to defend against potential 

attacks. 

 

In light of these challenges, this comprehensive 

review aims to explore the primary security 

concerns associated with cloud computing. It will 

discuss contemporary solutions and best practices 

designed to mitigate these risks, providing 

organizations with the insights needed to enhance 

their cloud security posture and protect their digital 

assets effectively.  

II. CLOUD SECURITY CHALLENGES  

To Cloud computing offers numerous benefits, 

including scalability and cost-efficiency. However, 

it also introduces specific security challenges that 

organizations must address to protect their data and 

maintain compliance. 

 

 Data Breaches and Unauthorized Access: 
Storing sensitive information in the cloud raises 

concerns about potential data breaches and 

unauthorized access. The centralized nature of 

cloud services can make them attractive targets for 

cybercriminals. Ensuring data confidentiality and 

integrity requires robust access controls and 

continuous monitoring to detect and prevent 

unauthorized activities. 

Data breaches in cloud environments can have far-

reaching impacts due to the vast amount of data 

stored and the interconnected nature of cloud 

services. Cybercriminals target sensitive data for 

financial gain or espionage, using sophisticated 

techniques to exploit weaknesses in cloud security. 

For instance, configuration errors in cloud security, 

credential compromises, and vulnerable 

applications are common causes of data breaches. 

At least 80% of data breaches in 2023 were due to 

data stored in the cloud, highlighting the cloud's 

vulnerability.  

Unauthorized access poses serious threats to 

businesses, compromising sensitive information and 

disrupting operations. Cybercriminals leverage 

vulnerabilities through advanced phishing attacks 

and API security breaches, underscoring the 

necessity for companies to implement strong 

security measures. Protecting against unauthorized 

access requires both established and innovative 

strategies to prevent it.  

 

Compliance and Regulatory Issues: 

Organizations must navigate a complex landscape 

of regulations and standards when operating in 

cloud environments. Compliance with frameworks 

such as GDPR, HIPAA, and others necessitates a 

thorough understanding of data handling practices 

and the implementation of appropriate security 

measures to meet legal and regulatory requirements. 

Achieving regulatory compliance for IT systems 

has never been easy, and it's become even more 

challenging with the advent of cloud computing. 

The cloud's intricate environment, with multiple 

moving parts, poses challenges for visibility and 

control over data. Certifications and attestations are 

necessary to meet the requirements set forth by 

relevant standards and regulations. Additionally, 

data residency concerns require careful choices 

about cloud regions, as data protection laws often 

restrict hosting personal data within specific 

territories.  

Most regulatory standards have penalties for 

organizations found negligent after a security 

breach. For instance, HIPAA violations can cost 

organizations anywhere from $100 to $50,000 per 

violation (per record), depending on an auditor’s 

analysis during forensic investigations. PCI-DSS, 

which oversees merchant transactions (e.g., credit 

card payments online), fines corporations anywhere 

from $5,000 to $100,000 per month until the 

merchant remedies all violations.  

 

 Dynamic and Complex Environments: 
The elasticity and scalability of cloud services lead 

to dynamic and complex infrastructures. This 

fluidity can introduce vulnerabilities if security 

measures do not adapt accordingly. Maintaining 

consistent security policies and configurations 
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across rapidly changing resources is a significant 

challenge for organizations. 

Cloud environments are inherently dynamic, with 

resources that can be rapidly provisioned and 

deprovisioned. This elasticity, while advantageous 

for operational efficiency, introduces complexity in 

maintaining consistent security policies and 

configurations. The ephemeral nature of cloud 

resources requires continuous monitoring and 

adaptive security measures to address potential 

vulnerabilities effectively.  

In summary, addressing these cloud security 

challenges necessitates a comprehensive approach 

that includes implementing robust access controls, 

ensuring regulatory compliance, and adapting 

security measures to the dynamic nature of cloud 

environments. 

 

III. ENCRYPTION TECHNIQUES 

Encryption is one of the most effective ways to 

protect sensitive data stored in or transmitted 

through cloud environments. It ensures that even if 

data is intercepted or accessed by unauthorized 

entities, it remains unreadable without the 

appropriate decryption key. 

 

Types of Encryption for Cloud Security: 

Data-at-Rest Encryption: 

 Protects stored data on cloud servers from 

unauthorized access. 

 Common techniques include Advanced 

Encryption Standard (AES-256), which 

provides a high level of security and is 

widely used in cloud storage services. 

 Cloud providers often offer server-side 

encryption (SSE), where data is encrypted 

before being written to storage, and client-

side encryption, where users encrypt data 

before uploading it to the cloud. 

Data-in-Transit Encryption: 

 Secures data during transmission between 

users, applications, and cloud servers. 

 Transport Layer Security (TLS) and Secure 

Socket Layer (SSL) are commonly used 

protocols to establish secure communication 

channels. 

 VPNs (Virtual Private Networks) and end-

to-end encryption (E2EE) add additional 

layers of security to transmitted data. 

Homomorphic Encryption: 

 A cutting-edge technique that allows 

computations to be performed on encrypted 

data without decryption. 

 Enables secure data processing in cloud 

environments without exposing raw data. 

Key Management Solutions (KMS): 

 Securely stores and manages encryption 

keys to prevent unauthorized access. 

 Organizations can use Hardware Security 

Modules (HSMs) or cloud-based key 

management solutions from providers such 

as AWS KMS, Azure Key Vault, and 

Google Cloud KMS. 

Implementing strong encryption ensures that 

cloud data remains protected, even if security 

breaches occur. 

 

 Identity and Access Management (IAM): 
Identity and Access Management (IAM) is a 

critical component of cloud security that ensures 

only authorized users and devices can access cloud 

resources. Without proper IAM controls, attackers 

can exploit weak authentication mechanisms to gain 

unauthorized access. 

 

Best Practices for IAM in Cloud Security: 

Multi-Factor Authentication (MFA): 

 Requires users to verify their identity using 

two or more authentication factors (e.g., 

password + one-time code via SMS or 

biometric authentication). 

 Helps prevent unauthorized access, even if 

credentials are compromised. 

 

Role-Based Access Control (RBAC): 

 Limits user access based on predefined roles, 

ensuring that employees only have 

access to the resources necessary for 

their tasks. 

 Reduces the risk of insider threats and 

privilege escalation attacks. 

Zero Trust Security Model: 
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 Assumes that no user or device should be 

trusted by default, even if they are within 

the corporate network. 

 Implements continuous authentication, least 

privilege access, and micro-segmentation to 

enhance security. 

 

Privileged Access Management (PAM): 

 Secures and monitors access to highly 

sensitive accounts and administrative 

privileges. 

 Uses just-in-time (JIT) access provisioning 

to grant temporary access instead of 

permanent permissions. 

Single Sign-On (SSO) and Identity Federation: 

 Allows users to log in once and access 

multiple cloud applications without re-

authenticating. 

 Integrates with OAuth, OpenID Connect, 

and SAML for secure authentication across 

multiple platforms. 

Regular User Audits and Access Reviews: 

 Periodically reviewing user permissions 

ensures that only authorized individuals 

retain access to sensitive resources. 

 Helps organizations remove unused or 

outdated accounts that could be exploited. 

Implementing strong IAM policies significantly 

reduces the risk of data breaches and unauthorized 

access in cloud environments. 

 

Continuous Monitoring and Incident Response: 

Cloud security is a continuous process that 

requires real-time monitoring and a well-defined 

incident response strategy. Without proper 

monitoring, security incidents may go undetected, 

leading to data loss and compliance violations. 

 

Key Strategies for Continuous Monitoring: 

Security Information and Event Management 

(SIEM) Systems: 

 SIEM tools collect and analyze security logs 

from cloud environments to detect 

suspicious activities. 

 Popular SIEM solutions include Splunk, 

IBM QRadar, Microsoft Sentinel, and AWS 

GuardDuty. 

Intrusion Detection and Prevention Systems 

(IDPS): 

 Detects and blocks unauthorized access 

attempts, malware infections, and other 

security threats. 

 Examples: Snort, Suricata, and AWS 

Network Firewall. 

Cloud Security Posture Management (CSPM): 

 Automates cloud security monitoring and 

compliance enforcement. 

 Identifies misconfigurations in cloud 

resources that could lead to security 

breaches. 

Threat Intelligence and Anomaly Detection: 

 Uses AI and machine learning to identify 

unusual behavior patterns that may indicate 

cyber threats. 

 Cloud providers offer built-in tools such as 

Google Chronicle, AWS Macie, and Azure 

Sentinel. 

Incident Response Best Practices: 

Develop a Cloud Incident Response Plan: 

 Defines procedures for detecting, analyzing, 

containing, and mitigating security 

incidents. 

 Ensures rapid response to minimize damage 

and downtime. 

Automated Threat Mitigation: 

 Uses automated workflows to respond to 

detected threats, such as isolating 

compromised resources or revoking user 

access. 

Regular Security Drills and Penetration Testing: 

 Conducting red team exercises and 

penetration tests helps identify 

vulnerabilities before attackers exploit them. 

Continuous monitoring and a proactive incident 

response plan help organizations detect and 

mitigate security threats before they escalate. 

 

Compliance Management:  

Cloud compliance ensures that organizations 

adhere to industry regulations and standards to 

protect sensitive data and maintain legal 

accountability. 

Best Practices for Cloud Compliance: 
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Understand Applicable Regulations: 

 Organizations must determine which 

regulations apply to their cloud 

environment, such as: 

  General Data Protection Regulation 

(GDPR) – for protecting EU citizens' data. 

 Health Insurance Portability and 

Accountability Act (HIPAA) – for 

healthcare data security. 

 Payment Card Industry Data Security 

Standard (PCI DSS) – for securing credit 

card transactions. 

Use Compliance Management Tools: 

Cloud providers offer built-in compliance tools, 

such as: 

 AWS Compliance Centre 

 Azure Compliance Manager 

 Google Cloud Security Command Centre. 

 

Regular Security Audits and Assessments: 

 Conduct internal and third-party audits to 

identify security gaps and ensure 

compliance with regulatory standards. 

Data Residency and Sovereignty Compliance: 

 Organizations must ensure that data storage 

and processing comply with regional data 

protection laws. 

 Cloud providers offer region-specific data 

centers to meet compliance requirements. 

Encryption and Access Control for Compliance: 

 Using encryption and strong IAM policies 

ensures that sensitive data meets regulatory 

security standards. 

By implementing compliance management best 

practices, organizations can reduce legal risks and 

build trust with customers and regulators. 

 

IV. ARTIFICIAL INTELLIGENCE AND MACHINE 

LEARNING IN CLOUD SECURITY 

Artificial Intelligence (AI) and Machine Learning 

(ML) are revolutionizing cloud security by enabling 

automated threat detection, real-time response 

mechanisms, and predictive analytics. These 

technologies help organizations detect, prevent, and 

respond to cyber threats with greater efficiency and 

accuracy. 

How AI and ML Enhance Cloud Security: 

Automated Threat Detection and Anomaly 

Detection 

 AI-driven Security Information and Event 

Management (SIEM) systems analyze large 

volumes of security logs to detect patterns 

that indicate potential cyber threats. 

 Machine learning models continuously learn 

from new attack patterns, improving their 

ability to detect emerging threats such as 

zero-day attacks and advanced persistent 

threats (APTs). 

Real-Time Incident Response and Mitigation 

 AI-powered security tools can automatically 

respond to detected threats by isolating 

compromised cloud instances, revoking user 

access, or blocking malicious traffic. 

 Automated Security Orchestration, 

Automation, and Response (SOAR) 

solutions integrate AI with cloud security to 

mitigate threats instantly without human 

intervention. 

Behavioral Analysis and Insider Threat 

Detection 

 AI monitors user behavior patterns to detect 

unusual activities, such as unauthorized 

login attempts, excessive data downloads, or 

abnormal access requests. 

 This helps prevent insider threats, account 

takeovers, and privilege escalation attacks in 

cloud environments. 

Predictive Analytics and Risk Assessment 

 AI-driven security solutions predict 

vulnerabilities by analyzing historical 

security incidents and identifying high-risk 

areas in cloud infrastructure. 

 Cloud providers use ML models to assess 

security risks in real time and recommend 

security best practices to users. 

AI-Powered Security Bots and Automated 

Compliance 

 AI security bots assist IT teams by 

continuously scanning cloud configurations, 

identifying misconfigurations, and 

recommending fixes. 

 AI enhances compliance management by 

ensuring that cloud environments adhere to 
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industry regulations such as GDPR, HIPAA, 

PCI-DSS, and SOC 2. 

AI-Driven Security Solutions Used in Cloud 

Security: 

 Microsoft Defender for Cloud – AI-powered 

threat detection for cloud workloads. 

 Google Chronicle – Uses ML for large-scale 

security analytics. 

 AWS Macie – AI-based service for 

detecting sensitive data exposure. 

 Darktrace for Cloud – Uses AI to detect 

insider threats and advanced attacks. 

By leveraging AI and ML, organizations can 

automate security processes, detect threats faster, 

and improve overall cloud security posture. 

 

Zero Trust Architecture (ZTA) in Cloud 

Security: 

What is Zero Trust Architecture? 

Zero Trust Architecture (ZTA) is a security 

framework based on the principle of “never trust, 

always verify.” It assumes that no user, device, or 

application should be trusted by default, regardless 

of whether they are inside or outside the 

organization’s network. 

Key Principles of Zero Trust Security: 

Strict Access Control (Least Privilege Access) 

 Ensures users have only the minimum level 

of access required for their tasks. 

 Prevents attackers from gaining broad 

access in case of a compromised account. 

Continuous Authentication and Verification 

 Users and devices must continuously 

authenticate their identities, even after initial 

login. 

 Multi-Factor Authentication (MFA), 

biometric authentication, and risk-based 

authentication enhance security. 

Micro-Segmentation of Cloud Resources 

 Divides cloud workloads and applications 

into smaller, isolated segments. 

 Prevents attackers from moving laterally 

across cloud environments after breaching 

one segment. 

Device and Endpoint Security 

 Ensures that all devices connecting to the 

cloud meet security compliance standards 

before being granted access. 

 Uses endpoint detection and response 

(EDR) tools to monitor and secure 

endpoints. 

Encryption and Secure Communication 

 Encrypts data in transit and at rest to prevent 

unauthorized access. 

 Uses VPNs, TLS/SSL encryption, and 

secure APIs for communication. 

Behavioral Analytics for Continuous Threat 

Detection 

 Monitors user behavior, network traffic, and 

device health for anomalies. 

 AI-driven User and Entity Behavior 

Analytics (UEBA) detects suspicious 

activities in real time. 

Benefits of Zero Trust Architecture in Cloud 

Security: 

 Minimizes the Risk of Data Breaches – 

Every access request is verified, reducing 

unauthorized access. 

 Prevents Insider Threats – Ensures that even 

internal users are continuously 

authenticated. 

 Enhances Cloud Security Compliance – 

Meets regulatory requirements for data 

protection. 

 Reduces Attack Surface – Micro-

segmentation and least privilege access 

prevent lateral movement of threats. 

Zero Trust Security Solutions in Cloud 

Environments: 

 Google BeyondCorp – Google’s Zero Trust 

security model. 

 Microsoft Azure AD Conditional Access – 

Implements Zero Trust for identity 

protection. 

 AWS Zero Trust Security Model – Applies 

Zero Trust principles to AWS cloud 

workloads. 

V. CONCLUSIONS 

As cloud computing advances, ensuring strong 

security remains a priority. Challenges like data 

breaches, unauthorized access, and compliance 

http://www.ijetajournal.org/


International Journal of Engineering Trends and Applications (IJETA) – Volume 12, Issue 5, Sep-Oct 2025  

ISSN: 2393-9516                          www.ijetajournal.org                                                  Page 78 

complexities require proactive measures such as 

encryption, IAM, continuous monitoring, and 

compliance management. 

Emerging technologies like AI, ML, and Zero 

Trust Architecture (ZTA) enhance security by 

enabling automated threat detection, real-time 

response, and strict access controls. These 

innovations shift cloud security from reactive to 

proactive strategies. 

A multi-layered approach, integrating advanced 

technologies and best practices, is essential to 

safeguard cloud environments, protect data, and 

maintain trust in digital operations.  

REFERENCES 

[1] A. Agarwal, R. Joshi, H. Arora and R. Kaushik, 

"Privacy and Security of Healthcare Data in 

Cloud based on the Blockchain Technology," 

2023 7th International Conference on 

Computing Methodologies and 

Communication (ICCMC), pp. 87-92, 2023. 

[2] H. Arora, T. Manglani, G. Bakshi and S. 

Choudhary, "Cyber Security Challenges and 

Trends on Recent Technologies," 2022 6th 

International Conference on Computing 

Methodologies and Communication (ICCMC), 

pp. 115-118, 2022.  

[3] A. Rathour, A. Shahi, A. Tiwari, B. Maurya, M. 

Jha, "Decentralized File System (Storage and 

Sharing) Using Blockchain", International 

Journal of Advance Research and Innovative 

Ideas in Education, Vol. 10, Issue. 3, pp. 4333-

4338, 2024. 

[4] R. Joshi, M. Farhan, U. Sharma, S. Bhatt, 

"Unlocking Human Communication: A 

Journey through Natural Language Processing", 

International Journal of Engineering Trends 

and Applications (IJETA), Vol. 11, Issue. 3, pp. 

245-250, 2024. 

[5] H. Arora, G. K. Soni, R. K. Kushwaha and P. 

Prasoon, "Digital Image Security Based on the 

Hybrid Model of Image Hiding and 

Encryption," IEEE 2021 6th International 

Conference on Communication and Electronics 

Systems (ICCES), pp. 1153-1157, 2021.  

[6] H. Kaushik, K. D. Gupta, "Machine learning 

based framework for semantic clone detection", 

Recent Advances in Sciences, Engineering, 

Information Technology & Management, pp. 

52-58, 2025. 

[7] R. Misra, "Cloud Computing: Fundamentals, 

Services and Security", International 

Conference on Engineering & Design (ICED), 

2021. 

[8] H. Sharma N. Seth, H. Kaushik, K. Sharma, "A 

comparitive analysis for Genetic Disease 

Detection Accuracy Through Machine 

Learning Models on Datasets", International 

Journal of Enhanced Research in Management 

& Computer Applications, Vol. 13, Issue. 8, 

2024. 

[9] G. K. Soni, A. Rawat, S. Jain and S. K. Sharma, 

"A Pixel-Based Digital Medical Images 

Protection Using Genetic Algorithm with LSB 

Watermark Technique", Springer Smart 

Systems and IoT: Innovations in Computing. 

Smart Innovation, Systems and Technologies, 

Vol. 141, pp. 483-492, 2020. 

[10] S. Mishra, H. Arora, G. Parakh and J. 

Khandelwal, "Contribution of Blockchain in 

Development of Metaverse," 2022 7th 

International Conference on Communication 

and Electronics Systems (ICCES), pp. 845-850, 

2022.  

[11] A. Sharma and K. Gautam, "Flood prediction 

using machine learning technique," 2nd 

International Conference on Pervasive 

Computing Advances and Applications 

(PerCAA 2024), pp. 319-327, 2024. 

[12] J. Dabass, K. Kanhaiya, M. Choubisa, K. 

Gautam, "Background Intelligence for Games: 

A Survey", Global Journal on Innovation, 

Opportunities and Challenges in AAI and 

Machine Learning, Vol. 6, Issue. 1, pp. 11-22, 

2022. 

[13] S. Pathak, S. Tiwari, K. Gautam, J. Joshi, "A 

Review on Democratization of Machine 

Learning In Cloud", International Journal of 

Engineering Research and Generic Science, 

Vol. 4, Issue. 6, pp. 62-67, 2018. 

[14] M. K. Jha, S. Agarwal, V. Kabra, “Artificial 

Intelligence at Work Transforming Industries 

and Redefining the Workforce Landscape”, 

International Journal of Engineering Trends 

and Applications, Vol. 12, Issue. 4, pp. 416-

424, 2025. 

http://www.ijetajournal.org/


International Journal of Engineering Trends and Applications (IJETA) – Volume 12, Issue 5, Sep-Oct 2025  

ISSN: 2393-9516                          www.ijetajournal.org                                                  Page 79 

[15] M. K. Jha, Dr.S. Yadav, Rishindra, S. Ranjan, 

"A Survey on A Survey on Fraud and ID Fraud 

and ID Fraud and ID Thefts in Cyber Crime", 

International Journal of Computer Science and 

Network, Volume 3, Issue 3, pp. 112-114, June 

2014. 

[16] D. Shekhawat and R. Ajmera, “Docker: A 

review and comparison with virtualization,” Int. 

J. of Scientific Research in Computer Science 

and Management Studies, vol. 8, no. 1, Jan. 

2019. 

[17] M. K. Jha, R. Ranjan, G. K. Dixit and K. 

Kumar, "An Efficient Machine Learning 

Classification with Feature Selection 

Techniques for Depression Detection from 

Social Media," 2023 International Conference 

on Communication, Security and Artificial 

Intelligence (ICCSAI), pp. 481-486, 2023.  

[18] S. Singhal, R. Misra, "A Review on Blockchain 

and Applications", International Conference on 

Recent Trends in Engineering & Technology 

(ICRTET-2023), 2023. 

[19] R. Ajmera, “Study and analysis of software 

design models using Symphony .NET tool,” in 

Proc. 2nd World Conf. on SMART Trends in 

Systems, Security and Sustainability, IEEE, 

Oct. 2018. 

[20] G. Sharma, N. Hemrajani, S. Sharma, A. 

Upadhyay, Y. Bhardwaj, and A. Kumar, “Data 

management framework for IoT edge-cloud 

architecture for resource-constrained IoT 

application,” Journal of Discrete Mathematical 

Sciences and Cryptography, vol. 25, no. 4, pp. 

1093–1103, 2022. 

[21] D. Shekhawat and R. Ajmera, “Performance 

analysis of downtime in VM using control 

groups for RAM crash and CPU overhead,” Int. 

J. of Innovative Technology and Exploring 

Engineering, 2019. 

[22] R. Singh, R. Misra, V. Kumar, "Analysis the 

impact of symmetric cryptographic algorithms 

on power consumption for various data types", 

International Journal on Recent and Innovation 

Trends in Computing and Communication, Vol. 

1, Issue. 4, pp. 321-326, 2013. 

[23] H. Bali and N. Hemrajani, “Attack analysis and 

designing of quality of service framework for 

optimized link state routing protocol in 

MANET,” International Journal of Intelligent 

Engineering & Systems, vol. 11, no. 5, 2018. 

[24] R. Kawatra, D. K. Dharamdasani, R. Ajmera et 

al., “Internet of Things (IoT) applications, tools 

and security techniques,” in Proc. 2nd Int. Conf. 

on Advance Computing and Innovative 

Technologies in Engineering (ICACITE), Apr. 

2022. 

[25] N. Soni, N. Nigam, "Recent Advances in 

Artificial Intelligence and Machine Learning: 

Trends, Challenges, and Future Directions", 

International Journal of Engineering Trends 

and Applications (IJETA), Vol. 12, Issue. 1, pp. 

9-12, 2025. 

[26] S. A. Saiyed, N. Sharma, H. Kaushik, P. Jain, 

G. K. Soni and R. Joshi, "Transforming 

portfolio management with AI and ML: 

shaping investor perceptions and the future of 

the Indian investment sector," Parul University 

International Conference on Engineering and 

Technology 2025 (PiCET 2025), pp. 1108-

1114, 2025. 

[27] N. Tiwari, D. Goyal, and N. Hemrajani, “A 

hybrid method for image watermarking,” 

International Journal of Advanced Research in 

Computer Engineering and Technology 

(IJARCET), vol. 6, no. 6, pp. 894–898, 2017. 

[28] D. Shekhawat and R. Ajmera, “Survey on 

security implication for the downtime of VM in 

cloud,” in Proc. 2nd World Conf. on Smart 

Trends in Systems, Security and Sustainability, 

IEEE, Oct. 2018. 

[29] G. Sharma, N. Hemrajani, S. Sharma, A. 

Upadhyay, Y. Bhardwaj, and A. Kumar, “Data 

management framework for IoT edge-cloud 

architecture for resource-constrained IoT 

application,” Journal of Discrete Mathematical 

Sciences and Cryptography, vol. 25, no. 4, pp. 

1093–1103, 2022. 

http://www.ijetajournal.org/

