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Abstract:  
With the rapid growth of digital imaging technologies and their widespread applications, ensuring 

the security and privacy of color images has become a critical challenge in modern communication 

systems. Unauthorized access, tampering, and data breaches pose serious threats during image 

storage and transmission, necessitating robust encryption techniques. This paper presents a 

comprehensive study on the use of RSA-based encryption for authentication and privacy protection 

of color images. The proposed approach leverages the asymmetric nature of the RSA algorithm to 

provide high levels of confidentiality and integrity, ensuring that images remain secure against 

common cryptographic attacks. By transforming pixel values into encrypted forms, RSA enhances 

the impermeability of image data during transfer and storage, thereby preventing unauthorized 

modifications. The review highlights the effectiveness of RSA in maintaining data authenticity, 

protecting user privacy, and strengthening digital image security. Furthermore, the paper discusses 

implementation challenges, performance considerations, and potential applications in secure 

communication, healthcare imaging, military surveillance, and digital forensics. 
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1. Introduction 

Since digital imaging plays an important role 

in multimedia technology, maintaining user 

privacy becomes even more important. To 

ensure such security and privacy for the user, 

it is very important to encrypt the image to 

protect against unauthorized access. 

Encryption of pictures and video is employed 

in varied fields, as well as web 

communications, multimedia system systems, 

medical imaging, telemedicine and military 

communications. color pictures ar transmitted 

and keep in massive quantities via the net and 

wireless networks that use the speedy 

development of multimedia system and 

network technologies. Cryptography has 

played an important role in security, and this is 

the battlefield for mathematicians and 

scientists from Shannon since 1949. Several 

cryptographic algorithms are now offered as 

AES, DES, RSA, IDEA, etc [5]. 

The image is the communication mode most 

used in different fields such as medical field, 

research field, industry, military area, etc. The 

important transfer of images will take place in 

an unsecured Internet network. Therefore, 

there is a need for appropriate security so that 

the image prevents access by the unauthorized 

person to important information. The 

advantage of the image is that it covers more 

multimedia data and needs protection. 

Cryptography is a type of image security 

method; It offers the secure method of 

transmitting and storing the image on the 

Internet. Security is the main concern of any 

system to maintain the integrity, 

confidentiality and authenticity of the image. 

Although cryptography is the efficient method, 

it also faces the problem of security if data 

with gray levels are more numerous [3]. 

2. Image Encryption 

Encryption is the study of techniques to 

guarantee the communication process between 

the sender and the receiver in the presence of 

third parties called "liabilities". Essentially, it 

is understood that the design of protocols 

based on mathematics, computer science and 

electrical engineering encrypt and decipher 

information in the form of data and images. 
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Modern cryptography can be classified 

broadly into two types:- 

A. Symmetric key cryptography  

In the form of encryption, there is only one 

key and the private key is used to encrypt and 

decrypt data between the sender and receiver. 

B. Asymmetric key cryptography 

In this type of encryption, there are two types 

of keys: the public key and the private key. 

Both are used in encryption and decryption. 

The public key is available to everyone 

The encryption of the image is done to 

guarantee the safe transfer of images on the 

Internet. The encryption mechanism is widely 

used in this area of image / video transfer, 

since it does not provide access to 

unauthorized access. Encryption is also 

applicable in military communications and 

telemedicine. Up to the future point of view, 

the encryption has a greater scope. In the case 

of image security, the image contains large 

data, such as high frequency, large capacity 

and high pixel correlation. The techniques 

used in encryption can be considered as a tool 

to protect confidential data. Encryption is a 

mechanism that can be converted into 

encrypted or protected data, and can only be 

read by deciphering it. The process of reverse 

encryption is known as decryption, which uses 

a cryptographic key to decrypt the original 

data. Data encryption has become the best 

choice for all confidential data, including 

through the Internet, external networks or 

internal networks. Encryption is done by 

applying a mathematical function that 

generates a key later, and the key is used to 

obtain the encrypted data. Again, the 

mathematical key obtained is used for the 

original data. Security Manager is used to 

authenticate the user and accuracy in data 

security [8]. 

Image encryption is a technique used to hide 

data or secure image information. This is one 

of the most common methods that use secure 

image data. In this way, the image is encrypted 

and the encrypted image differs from the 

original image. The encrypted image shows no 

part of the original image. To obtain the 

original image from the encrypted image, it 

has been decrypted. 

 

 
(a) Original Image 

 
(b) Encrypted Image 

Figure 1: Image Encryption 

3. RSA Algorithm 

Public-key cryptography is also called 

asymmetric. It requires the use of a private key 

(a key that only its owner knows) and a public 

key (a key that both know). Public key 

cryptography is a fundamental technology and 

widely used throughout the world. It is the 

approach used by many cryptographic 

algorithms and commonly used for the 

distribution of software, financial transactions 

and in other critical security areas where it is 

important to protect against counterfeits and 

falsifications. 

RSA is the most popular asymmetric digital 

image encryption algorithm. RSA (named for 

Rivets, Shamir and Adelman, who first 

described it publicly) is the first known 

algorithm for both signing and encryption, and 

was one of the first major advances in public-

key cryptography. It uses a pair of keys, one of 

which is used to encrypt the digital image in 
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such a way that it can only be verified with the 

other key of the pair [1]. 

The keys are generated through a common 

process, but cannot be generated in a viable 

manner among them. The security of RSA 

depends solely on finding the prime factors 

that are used in the process of encrypt and 

decrypt, the digital image and is based on the 

assumption that factoring a large number is 

difficult. "Multiplying two large prime 

numbers is a one-way function. It is easy to 

multiply the numbers to obtain a product, but 

it is extremely difficult to factor the product 

and retrieve the two large prime numbers that 

have been multiplied previously. it is known 

as a factoring problem. " 

In this research, the security of the existing 

algorithm is improved whenever no one finds 

a way to solve this problem in a reasonable 

amount of time. RSA will be a secure 

encryption algorithm. 

4. Mathematical Background of RSA 

Algorithm 

RSA (named for Rivest, Shamir and Adelman, 

who first described it publicly) is an algorithm 

for asymmetric cryptography. It is the first 

algorithm known to be suitable for signing and 

encryption, and it was one of the first great 

advances in public-key cryptography. It is 

widely believed that RSA is safe with 

sufficiently long passwords. 

First find two prime numbers and generate a 

pair of keys using those two prime numbers. 

p and q are different cousins 

𝑁 = 𝜋 ∗   𝜃   (1) 

Find e, d such that: 

e * d = 1 mod (p-1) (q-1)   (2) 

Private key: = (n, d)   (3) 

Public key: = (n, e)   (4) 

Then, the encryption of the image and the 

decryption of the image are made using the 

key pair. 

Image Encryption: 

S (m) = me mod n =V(S)   (5) 

Image Decryption: 

V (S) = Sd mod n = S(m)   (6) 

 

5. Digital Image Encryption Using RSA 

Algorithm 

The RSA is the one of the most popular 

algorithm which is used to be digital image 

security or digital image encryption purpose. 

The encryption is one of the best techniques to 

secure the data or image at the time of 

communication. In encrypted image no one 

can be see the original data or image which is 

in it, to see the original data or image we can 

use the decryption technique to get the original 

image from the encrypted image. 

The different obtained simulations result is 

shown in the below which is done for the 

image encryption purpose using the RSA 

algorithm. 

In Figure 2 shows the different encryption and 

decryption of the colour image of car using 

RSA algorithm. 

 

 

 
Figure 2: Color Image of the Car 

Encryption and Decryption Outputs (Prime 

number value is 107 and 109) 

6. Conclusion 

The asymmetric encryption algorithm of RSA 

makes encryption more secure and the receiver 

is not too afraid to give each sender a different 

key to ensure communication. And another 

advantage of the RSA algorithm is that the 
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RSA algorithm is difficult to decipher because 

it involves the factorization of prime numbers 

that are difficult to factor. If in one way or 

another, the use of permutation or attempted 

piracy is able to get the decryption key is 

almost equal to the original key. In this paper 

we shown the overview of the RSA algorithm 

and also shown the obtained output results in 

the form of image encryption and decryption 

which is very useful to the digital image 

security purpose. 
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