
International Journal of Engineering Trends and Applications (IJETA) – Volume 12 Issue 4, Jul-Aug 2025 

ISSN: 2393-9516                          www.ijetajournal.org                                                  Page 326 

 

Deepfake Detection Techniques: A Comparative Study 

Abhay Purohit1, Priyansh Soni2, Tanu Jain3, Shashikant Sharma4 

Department of Computer Science & Engineering, Global Institute of Technology, Jaipur 
 

Abstract:  
The digital landscape is increasingly challenged by the rise of highly convincing manipulated 

media, commonly known as deep fakes. Powered by rapid progress in generative artifcial 

intelligence (AI), these synthetic creations pose a growing danger to the trustworthiness of 

online information and are actively eroding public confdence in digital content. This situation 

underscores an urgent need for efective and dependable systems capable of detecting such 

manipulations. This paper ofers an in-depth survey of the current leading methodologies 

designed to identify deepfakes. We explore a variety of sophisticated approaches, including the 

application of Convolutional Neural Networks (CNNs) adept at analyzing spatial details within 

images, Vision Transformers which excel at understanding the broader context of an image or 

video, hybrid strategies that skillfully merge the capabilities of diferent models, and even 

techniques drawing inspiration from steganalysis, focusing on uncovering minute, almost 

imperceptible alterations at the pixel level. 
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1. Introduction 

The advent and rapid refnement of 

deepfake technology, largely propelled by 

breakthroughs in generative AI, represent a 

signifcant hurdle for maintaining 

credibility in the online sphere. As these 

tools become more accessible and capable 

of producing increasingly realistic fake 

video and audio, they cast doubt on the 

authenticity of digital media, necessitating 

the development of powerful 

countermeasures. Efective detection 

systems are no longer just a theoretical 

need; they are becoming essential 

infrastructure for a trustworthy digital 

environment. 

This survey provides a comprehensive 

examination of the state-of-the-art 

techniques currently employed to 

distinguish genuine media from deep 

fakes.[1] Our review covers a spectrum of 

advanced methods. We look at how 

Convolutional Neural Networks (CNNs) 

are used to scrutinize the spatial 

information within individual frames, 

searching for inconsistencies that might 

betray manipulation. We also explore the 

role of Vision Transformers[2], which 

ofer a diferent perspective by analyzing 

images more holistically to capture global 

patterns and relationships. Recognizing 

that no single method is perfect, we 

investigate combined or hybrid 

approaches that aim to leverage the 

unique strengths of multiple architectures. 

Furthermore, we consider techniques 

adapted from the feld of steganalysis, 

which are designed to fnd subtle, hidden 

traces of manipulation embedded within 

the media's pixels. 

 

2. Background: Deepfake Generation 

and Detection 

2.1 The Craft of Creating Deepfakes 

Deepfake technology isn't static; it has 

advanced considerably, employing 

sophisticated machine learning to 
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generate synthetic media that can be 

startlingly realistic. Key methods behind 

deepfake creation include: 

 

● Face Swapping: This is perhaps the 

most widely recognized form of 

deepfake. It involves 

computationally replacing one 

person's face in a video or image 

with another's. Techniques like 

autoencoders and especially 

Generative Adversarial Networks 

(GANs) are trained on large 

datasets of faces.[4] They learn the 

intricate details of facial structure, 

expressions, lighting, and texture, 

allowing them to seamlessly graft a 

target face onto a source video, 

often preserving the original 

expressions and movements with 

high fdelity. 

● Voice Cloning: The manipulation 

isn't limited to visuals. Advanced 

neural networks, with notable 

examples like WaveNet and 

Tacotron, can synthesize speech 

that sounds remarkably human. 

These models analyze 

characteristics like pitch, tone, and 

rhythm from audio samples. 

Impressively, they can often 

generate a convincing replica of a 

person's voice using only a very 

small amount of original audio, 

making realistic voice 

impersonation feasible. 

 

● Puppetry (Facial Reenactment): 

This technique allows the 

manipulation of a person's facial 

expressions in a video in real-time. 

Using models often based on GANs 

and motion transfer principles, the 

facial movements and expressions 

of one person (the "puppeteer") are 

mapped onto the face of another 

person (the "puppet") in a video. 

This is frequently used to create 

videos where one individual 

appears to be saying or reacting in a 

way they never actually did, 

driven by an actor's performance 

[5]. 

As these generation techniques become 

more refned, producing outputs with 

fewer visual or auditory faws, the task of 

distinguishing them from genuine media 

becomes signifcantly harder, amplifying 

concerns about their potential misuse for 

spreading misinformation, committing 

fraud, or undermining security. 

 

2.2 The Evolving Challenge of Detection 

In the earlier days of deepfakes (roughly 

before 2020), identifying them was often 

simpler. The generated content frequently 

sufered from tell-tale imperfections: faces 

might look slightly distorted or "uncanny," 

lighting could be inconsistent between the 

manipulated area and the background, 

synthesized eye blinking might follow 

unnatural patterns, or lip movements might 

not quite match the audio track. These faws 

made detection possible, sometimes even for 

casual observers, and certainly for earlier 

algorithmic approaches. 

However, the landscape has changed 

dramatically. Modern generative models, 

such as the sophisticated StyleGAN family, 

Difusion Models, and Neural Radiance 

Fields (NeRFs), have made huge strides. 

They excel at creating highly detailed 

textures, generating smoother and more 

coherent motion, and producing high-

resolution output that minimizes many of the 

previously obvious artifacts [4]. 

Consequently, the focus of deepfake 

detection has shifted. Instead of looking for 

glaring visual errors, researchers and 

developers now concentrate on uncovering 

much subtler clues[1]. This involves: 

 Analyzing low-level pixel data for 

statistical anomalies or 

inconsistencies that might betray 

synthetic origins. 

 Examining temporal data (across 

video frames) for subtle 

unnaturalness in movement or 

fickering artifacts. 

 Detecting cross-modal 

inconsistencies, such as mismatches 
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between the visual cues of speech (lip 

movements) and the accompanying 

audio track. 

 Training sophisticated deep learning 

classifers on massive datasets 

containing both real and fake 

examples to learn the subtle 

distinguishing features. 

 Employing frequency analysis 

techniques to fnd hidden patterns or 

noise signatures that difer between real 

and generated images/videos. 

 Exploring methods like cryptographic 

digital watermarking or blockchain-

based verifcation to proactively 

establish the authenticity of media at 

the source. Despite these advanced 

methods, deepfake generation process 

might leave behind [3]. detection 

remains a challenging, ongoing "arms 

An advantage here can be 

computational race." Creators of 

deepfakes continuously refne efciency, 

sometimes requiring fewer their 

techniques and even develop methods 

resources than complex CNNs while 

still (adversarial attacks) specifcally 

designed to fool performing 

well.detectors, demanding constant 

innovation. 

 

3. Literature Review: Detection 

Techniques 

AAs the methods for generating deepfakes 

become more diverse and sophisticated, the 

strategies for detecting them have also 

branched out[1]. Researchers are exploring 

various angles, leading to several broad 

categories of detection techniques, each 

with its own advantages and limitations. 

These generally fall into methods that 

analyze individual frames (spatial), 

sequences of frames (temporal), underlying 

frequency patterns, or combine multiple 

types of analysis (hybrid/multimodal). 

 

3.1 Spatial (Frame-Based) Methods 

These techniques focus on analyzing the 

content of single images or individual 

video frames, looking for visual anomalies. 

● CNN Architectures: 

Convolutional Neural Networks 

are a cornerstone of image analysis 

and have been widely adapted for 

deepfake detection. Models like 

XceptionNet and EfcientNet have 

shown strong results, reportedly 

achieving high accuracy (e.g., up 

to 98% on datasets like 

FaceForensics++) when tested on 

fakes similar to those they were 

trained on [1]. However, a 

signifcant weakness is their 

tendency to struggle when faced 

with deepfakes created using 

entirely new or diferent methods 

not seen during training – a 

problem known as poor cross-

dataset generalization [7]. 

● Steganalysis-InspireModels: 

 

Borrowing concepts from 

steganalysis (the study of detecting 

hidden messages in data), these 

methods hunt for the minute, 

almost invisible pixel-level 

artifacts or statistical disturbances 

that the deepfake 

 

3.2 Temporal (Sequence-Based) Methods 

Unlike spatial methods, temporal techniques 

consider the video as a whole sequence, 

analyzing how content changes over time. 

This is crucial for detecting inconsistencies 

in motion, fickering, or unnatural sequences 

of expressions. 

● LSTM/RNN Networks: 

Architectures like Long Short-Term 

Memory (LSTM) and other Recurrent 

Neural Networks (RNNs)or newer 

approaches like Recurrent Graph 

Networks[8] are designed to process 

sequential data. They can analyze the 

fow of video frames to identify 

temporal patterns that seem unnatural 

or inconsistent, such as jerky 

movements or illogical expression 

changes. These have proven efective, 

outperforming static frame analysis in 

some real-world tests, like those 
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using the Deepfake Detection 

Challenge (DFDC) dataset [8]. 

● 3D Convolutions (C3D): These 

networks extend the idea of CNNs into 

the time dimension, analyzing small 

video clips (spatiotemporal volumes) 

rather than just 2D frames. This allows 

them to directly capture motion-based 

artifacts. However, processing this 

extra dimension requires signifcant 

computational power, which can be a 

barrier to practical, large-scale use. 

 

3.3 Frequency-Domain Approaches 

Deepfakes, particularly those generated by 

certain types of models like GANs, can 

sometimes introduce subtle artifacts that aren't 

obvious to the eye but manifest as anomalies 

in the frequency domain of the image or video 

data 6]. 

Spectral Analysis: Research has indicated 

that images generated by GANs can exhibit 

distinct patterns when analyzed using 

techniques like the Fourier transform. These 

methods look for unnatural distributions or 

peaks in the frequency spectrum that difer 

from typical real-world images, successfully 

identifying fakes from models like 

StyleGAN2 [6]. 

DCT-Based Detection: The Discrete Cosine 

Transform (DCT) is a core component of 

many image and video compression 

algorithms (like JPEG and MPEG). Analyzing 

DCT coefcients can reveal high-frequency 

artifacts introduced or altered during the 

deepfake creation process, especially if it 

involves steps like upsampling or 

recompression. This makes DCT-based 

methods potentially efective against lower-

quality or compressed deepfakes [6]. 

 

3.4 Hybrid and Multimodal Models 

Recognizing that each detection approach has 

blind spots, researchers are increasingly 

developing hybrid models that combine 

multiple techniques to achieve greater 

robustness and accuracy. 

 CNN-Transformer Fusion:

 This promising approach pairs the 

strengths of CNNs (good at identifying 

local textures and  details)  with  Vision  

Transformers (better at understanding 

global context and long-range   

dependencies   within   an image)[2]. 

Combining these can lead to models 

that generalize better to unseen 

deepfake types than CNNs alone.  

 Audio-Visual Synchronization:  Many 

deepfakes involve manipulating both 

video and audio (e.g., face swapping 

combined with voice cloning), often 

using large datasets[9]. Inconsistencies 

between what is seen and what is 

heard—like lip movements not 

matching the spoken words—can be 

strong indicators of manipulation. 

 

3.5 Ongoing Challenges and Future 

Research Directions 

Despite signifcant progress, deepfake 

detection faces persistent challenges: 

● Generalization: Creating detectors 

that reliably identify fakes made with 

new, unseen generation techniques 

remains a major hurdle[7]. 

● Efciency: Many powerful detection 

models are computationally 

intensive, making real-time detection 

on resource-constrained devices 

difcult. 

● Adversarial Attacks: Deepfake 

creators are actively developing 

methods to subtly alter fakes to 

specifcally evade detection 

models.[10] 

Future work will likely focus heavily on 

techniques like self-supervised learning[11] 

(to reduce reliance on labeled data), 

developing inherently more robust models 

resistant to adversarial attacks[10], exploring 

blockchain for media authentication, and 

refning multimodal approaches to catch 

inconsistencies across diferent data streams. 
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4. Challenges in Current Detection 

Systems 

4.1 Real-World Robustness 

Deepfake detection systems struggle to 

maintain accuracy when subjected to real-

world conditions such as video 

compression, noise, and adversarial 

perturbations[12]. Studies show that 

standard deepfake detectors experience up 

to a 30% drop in accuracy when exposed to 

common distortions like H.264 

compression or Gaussian noise. 

Additionally, adversarial attacks leveraging 

perturbation techniques, such as Fast 

Gradient Sign Method (FGSM) or 

Projected Gradient Descent (PGD), can 

deceive even state-of-the-art models by 

subtly altering pixel distributions [10] 

 

4.2 Computational Efficiency 

Many deep learning-based detection 

models, such as Vision Transformers 

(ViTs) [13]and ResNet-based CNNs, 

require substantial computational power, 

making them impractical for real-time or 

edge-device deployment. Several strategies 

have been explored to mitigate this issue: 

Model Compression Techniques: 

Techniques such as pruning, quantization, 

and knowledge distillation have 

successfully reduced CNN model sizes to 

<1M parameters while maintaining high 

detection performance [15]. 

 

4.3 Generalization 

A major challenge in deepfake detection is 

cross-dataset generalization[7]. Models 

trained on datasets such as DeepFake 

Detection Challenge (DFDC) often 

perform poorly on unseen datasets like 

FaceForensics++, with an observed drop of 

25% in AUC (Area Under Curve) due to 

dataset bias. This highlights the need for 

domain adaptation techniques, such as few-

shot learning, contrastive learning, and 

self-supervised training[11], to improve 

robustness across diverse deepfake 

manipulations. 

 

5. Conclusion 

The feld of deepfake detection continues to 

evolve in response to increasingly 

sophisticated generation techniques[1]. 

While Convolutional Neural Networks 

(CNNs), hybrid models[2], and 

multimodal approaches[9] have 

demonstrated signifcant progress, their 

real-world efcacy remains challenged 

by issues of robustness, 

 generalization, and computational 

efciency. Many existing methods 

struggle with cross-dataset 

generalization [7], making them less 

efective against novel deepfake 

architectures. 

To efectively combat deepfake threats, 

future research must prioritize: 

 Adaptive Learning and

 Robust 

 Detection Models: Implementing 

self-supervised[11] and continual 

learning techniques to enhance 

detection systems against rapidly 

evolving deepfake models. 

 Cross-Domain Collaboration: 
Integrating expertise from 

computer vision, cybersecurity, 

digital forensics, and ethics to 

develop holistic detection 

frameworks. 

 Scalability  and  Real-Time  

Detection: Optimizing detection 

pipelines for low-latency, real-

time applications, ensuring 

practical deployment in social 

media platforms and law 

enforcement. 

 User-Centric and Explainable 

AI (XAI) Tools: Designing

 transparent, interpretable, and 

accessible detection solutions to 

empower users, policymakers, and 

digital platforms in mitigating 

deepfake risks. 

Ultimately, deepfake detection remains 

a persistent arms race between 

generators and detectors. A multi-

pronged approach-combining deep 

learning, frequency analysis[6], 

behavioral modeling, and cryptographic 

verifcation, is essential to fortify digital 

security and safeguard societal trust in 

media content. 

 

http://www.ijetajournal.org/


International Journal of Engineering Trends and Applications (IJETA) – Volume 12 Issue 4, Jul-Aug 2025 

ISSN: 2393-9516                          www.ijetajournal.org                                                  Page 331 

6. Future Directions 

6.1 Adaptive Architectures 

Foundation Model Integration: Large-scale 

models like CLIP have demonstrated strong 

zero-shot capabilities, enabling detection of 

previously unseen deepfake patterns [12]. 

Self-Supervised Learning: Training on 

unlabeled datasets using contrastive learning 

improves cross-domain generalization and 

reduces reliance on labeled deepfake datasets 

[11]. 

6.2 Adversarial Defense 

Content-Agnostic Features: Detection 

models focusing on compression artifacts, 

metadata inconsistencies, and frequency-

domain signals exhibit resilience against 

manipulated content [12]. 

Adversarial Training: Incorporating 

adversarial perturbations into training datasets 

improves robustness, reducing the false 

negative rate by 18% in controlled studies 

[10]. 

 

6.3 Collaborative Frameworks 

Decentralized Detection: Federated learning 

enables multiple institutions to share model 

improvements while preserving data privacy, 

reducing dataset bias [16]. 

Real-Time APIs: Cloud-edge hybrid 

architectures optimize deepfake detection for 

real-time applications, achieving 40% faster 

inference on mobile devices [17]. 
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