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Abstract:

Energy efficiency and security are two critical yet conflicting challenges in wireless sensor networks (WSNS).
As security mechanisms become more complex, they consume more energy, leading to faster battery depletion.
Due to the ever-changing network architecture and communication limitations among sensors WSNs
sometimes lack the resources to rely only on conventional security measures such as encryption and key
management due to their power constraints. Intelligent monitoring and decision-making made possible by
machine learning (ML) approaches is an intriguing new avenue for enhancing WSN security. The requirement
for large amounts of training data and processing resources are two additional difficulties introduced by ML
approaches. If you're looking for a reference on the topic of WSN security issues and how ML algorithms can
help, this is it. By enhancing the network’s capacity to identify threats, attacks, and harmful behaviors, it
investigates how ML might optimize security costs. Additionally, the study discusses challenges in integrating
ML with WSNs, along with potential solutions for enhancing sensor intelligence and adaptability. Finally, open
research issues related to aligning ML models with the constraints of WSN infrastructure are examined.
Keywords: topics covered include data transfer, wireless sensor networks, clustering routing, and cluster

formation

I INTRODUCTION

Some shortcomings in man-made progress are
inevitable [1]. The ingenuity of humans is the
origin of all communication advancements,
including WSN, the 10T, embedded systems, ad hoc
networking, and associated technologies. Smart
housing, transportation, and remote communication
are just a few examples of how technology is
advancing to better people's lives. When it comes to
sensing and managing applications from a distance,
WSNs are currently all the rage. The term "wide
area network" (WSN) refers to a network that uses
a number of sensor nodes spread out across a wide
area to keep track of different physical variables.
Several locations record a wide range of variables,
including temperature, wind speed, pressure,
humidity, and many more. Most importantly, WSN
sensor nodes run on batteries and can potentially
function in inaccessible or otherwise difficult-to-
reach areas [2].

Wide area networks (WSNs) rely on a constant
flow of data captured by a large number of sensor
nodes and sent to a predetermined sink node. The
information can be sent directly between nodes or it
can go via middlemen called cluster chiefs. Nodes
in the cluster act as relays, receiving data
transmissions from the sensor nodes and relaying
them to the base station (BS) [3,4]. Each layer in a
WSN is responsible for a certain function that is
essential to the network's operation and the transfer

of data efficiently. For WSNs to function reliably
and securely, each of these layers physical, data-
link, network, transport, and application is essential
[5].

Threats to the network's security arise at the
physical layer, the foundational layer of WSN
design. Here, fundamental jamming,
eavesdropping, compromised node, and replicating
node assaults take center stage. Nodes and
communication routes are the primary targets of
these threats, which could compromise the security
and integrity of data. Assaults including intelligent
jamming, collision assaults, unfairness attacks, and
denial of service (DoS) are major worries at the
data-link layer. In addition to managing
communication between neighboring nodes, this
layer is responsible for addressing issues with data
packet collision and channel access. Preserving the
reliability of the network depends on keeping the
data-link-layer protocols intact. Emergence of
threats such as Sybil at the network layer sinkhole,
spoofing, and black-hole, gray-hole, and wormhole,
further complicating security These assaults pose
serious risks to the operation of the network
because they take use of loopholes in the routing
protocols in order to mimic valid nodes, hijack
routing paths, or interrupt data transfer. Service
dependability and quality are both affected by
assaults on the transport layer, such as flooding and
resynchronization. This layer ensures data integrity
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and controls end-to-end communication; it is an
integral aspect of WSN security.

The data collected by WSNs is processed and used
by the application layer, the last layer It is critical to
guarantee the confidentiality of this data. Data at
the application layer is vulnerable to manipulation
and interceptions, thus strong security measures are
required to keep critical information safe.

Many industries, such as healthcare, environmental
monitoring, and industrial automation and
surveillance, have come to rely on WSNSs. In these

Network-1

networks, a number of tiny, autonomous sensor
nodes work together to wirelessly communicate
data, allowing for efficient data collection and
distribution. The network layer is particularly
vulnerable to the particular vulnerabilities,
topological changes, and resource constraints that
characterize wireless sensor networks (WSNSs).
Data routing in a WSN is the job of the network
layer, which is also in charge of creating and
maintaining connections between sensor nodes.

(@")) Base station O Gray hole node
@® Worm hole node @® Normal node
@ Cluster head ® Black hole node

Tunnel Network-2

Figure 1. Attacks on wireless sensor networks' routing protocols.

Despite its critical importance, the network layer
faces a number of security risks that put data
accessibility, integrity, and confidentiality at risk.
The ideal path, which involves the fewest hops to
the destination, is always preferred by nodes in
hop-to-hop communication in WSNsTaking the
shortest and most efficient route has many
advantages, such as less energy use, packet loss,
and transmission overhead. In  multi-hop
communication, an attacker node can pose as a
node that is geographically closest to the target and
ask for the route to the destination. Optimal path
selection causes the asking node to choose the way
that the attacking node has suggested, which results
in a routing attack in the WSN. In order to cause
congestion, data loss, or even denial of service in
networks, attacks on the routing mechanism might
modify it such that it hinders accurate data transfer.
Several types of attacks target the network layer,
such as flooding, spoofing, sybil, black-hole, gray-
hole, sink-hole, and wormhole assaults [6]. In
Figure 1 we can see a few examples of these
attacks. When a network receives an overwhelming

amount of route requests, it is known as a flooding
assault. Depleting network resources, lowering
availability, and overwhelming nodes to the point
that they can't complete their tasks these assaults
can do serious damage [7].

By manipulating routing tables, spoofing attacks
aim to build a recursive path between source and
destination nodes in WSNs. This kind of attack can
change routing information. Node partitioning,
wrong path redirection, reduced network lifetime,
and inaccurate routing information dissemination
are some of the serious repercussions that might
arise from this type of attack [8].

An attacker can launch a sybil attack by sending
numerous messages to different nodes with
different identifiers, creating the illusion that the
messages are coming from different places.
Because of this assault, nodes in the network are
compelled to seek out different paths in order to
avoid collisions. Because of the attacker's
manipulation of the circumstance, nodes are
confused and unable to choose the correct path for
data transfer. By modifying the data flow's routing

ISSN: 2393-9516

www.ijetajournal.org

Page 177



http://www.ijetajournal.org/

International Journal of Engineering Trends and Applications (IJETA) — Volume 12 Issue 4, Jul-Aug 2025

path, this sort of attack can compromise data
integrity [9].

The network tricks users into thinking it has the
fastest route to their destination by routing all
traffic through itself. an attacker can create a black-
hole attack in a network. At the same time, the
malicious node either absorbs or drops the packets,
stopping them from reaching their destination.
Making a "black hole" in the network is the aim in
order to stop data from getting where it needs to go
and communication from being stopped. In more
complex gray-hole attacks, sometimes called
selective forwarding attacks, infected nodes falsely
advertise better paths to collect data packets, which
they then alter or discard before they reach their
final destination. The routing procedure is
compromised in this assault, which could lead to
critical information falling into the wrong hands.

A wormhole assault involves a group of malicious
nodes that join forces via a tunnel formed by high-
speed wireless connection, ethernet, or fiber-optic
cables. By rapidly transmitting data packets across
the network, the tunnel gives the impression that
nodes are physically closer together than they
actually are. In order to disrupt communication, the
attackers want to create a loophole in the network
that nodes would take the wrong way. Wormhole
nodes are able to evade detection by other nodes in
the network due to their transparent operation.
Consequently, they function flawlessly and don't
necessitate network IDs or cryptographic keys [10].
Weak network layer security in WSNs has
prompted several proposals for preventative
measures [11,12]. These plans incorporate a wide
range of methods, such as secure routing protocols,
intrusion detection systems, and authentication. To
stop unauthorized nodes from joining the network,
authentication procedures make sure that nodes
only communicate with other authenticated and
trustworthy nodes. In order to quickly identify
assaults and implement suitable countermeasures,
intrusion-detection systems keep an eye on network
traffic, looking for unusual patterns of behavior.
Ensuring safe and efficient data transmission paths
is the primary goal of secure routing protocols,
which play a crucial role in prevention. Security
measures are incorporated into protocols such as ad
hoc on-demand distance vector (AODV) and low-
energy adaptive clustering hierarchy (LEACH) to
protect against a multiplicity of assaults. The
security of the network layer in WSNs is enhanced
by this protection, which guarantees the
confidentiality, integrity, and validity of data
throughout the routing process. When it comes to
WSNs' network layer intrusion detection, ANN-

based approaches offer the optimal answer, in
contrast to these conventional methods.

For WSNs, ANN-based solutions provide a better
way to identify intrusions at the network layer than
conventional methods. Options such as the
convolution neural network (CNN) model and the
feed-forward ANN approach stand out among these
solutions. To identify routing attacks in WSNs, we
will first assess different ANN-based models and
then choose the best one.

I WSN SECURITY

The Triangle of Confidentiality, Integration, and
Authentication (CIA) has been the focus of
extensive study on WSN management protocols'
security. Any network can't be considered secure
until it meets all three criteria, which are
represented by this triangle. Data privacy is the
process of ensuring that sensitive information
transmitted between WSN nodes remains private.
Typically, crucial packet parts are encrypted before
transmission from the sending node and
subsequently decoded at the receiving node [13]. If
the network is to maintain its integrity, it must be
ready to prevent tampering with sent
communications. The attackers can alter their
polarity by creating interference beams. Euvil
routing nodes can also change critical packet data
before sending it on. Finally, availability must be
met in order for the security triangle to be
completed. Accessibility refers to how readily the
WSN Services are available at all times. Any given
scenario can lead to attacks that impair or
completely destroy a network. Wireless
interference, protocol manipulation, and other
forms of depletion of WSN nodes can all lead to a
Denial of Service (DoS) attack, which can render a
network unworkable [14]. As far as network
availability is concerned, this is the biggest risk.
We will address this type of assault at a later time.

To further ensure the safety of data transfers, the
widely used 6LoWPAN transport layer protocol
UDP can be upgraded using Datagram Transport
Layer Security (DTLS) [15]. Run over TCP, TLS
employs the AES-128 technique for link-layer
authentication and encryption .But if you want to
keep using advanced encryption procedures with
TLS/DTLS, more encryption hardware [16].
Transport Layer Security (TLS) and Internet
Protocol Security (IPSec), both of which are widely
utilized at the network layer, are notoriously
difficult to incorporate into such networks'
applications due to the high resource consumption
and high overhead costs associated with these
protocols [17]. Additionally, these solutions do not
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provide the full Security Triangle (CIA) because
WSN devices use public communication channels
for wireless communication. Protocols need to
work together for these networks to be secure and
work well in their environments. There are various
types of hostile attacks in the realm of WSN
security [18], and the impact on sensor nodes varies
depending on the level. The distribution of these
groups is shown in Figure 4 for each level of the
WSN model. Figure 2 shows that while the DoS

attack uses all layers, there are distinct malicious
attacks in each tier. Denial of Service (DoS),
Jamming, Exhaustion, and Collision all lower
network availability and connectivity. In contrast,
selective forwarding, Sybil, hole, spoofing, session
hijacking, eavesdropping, and man-in-the-middle
all pose risks to privacy and security [19].
Furthermore, certain assaults might be in either an
active or passive state; others specifically target
connectivity and availability.

WSN models
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Figure 2. Malicious attacks classifications.

Attacks on WSNs

Figure 2 shows that there are many different kinds
of malicious WSN assaults, and that these attacks
lead to problems with power and CPU usage in
addition to security. Consequently, unlike
traditional networks, these ones should prioritize
the discovery of practical and workable solutions.
They go over the effects of each assault type on
WSNSs in depth.

Eavesdropping

Due to the nature of WSNSs' security constraints—
including  unpredictable  nodes, inconsistent
connectivity, and potentially dangerous
environments—hackers can easily intercept data
transmitted between nodes, which in turn increases
the impact of radio fading and frequency
transmission/scattering.

Jamming

When it comes to private wireless networks, this is
one of the most deadly forms of attack. Neglecting
security measures to prevent it, despite the dangers
it poses, might lead to major issues following the
deployment of wireless networks. One major effect
of jamming is the interference it causes with radio
frequencies, which in turn hinders user service or
availability.

Collision

Given the dispersed nature of the sensors, node
replacement corruption by hostile actors could be
the source of this assault. Malicious nodes can
disrupt other broadcasts by sending a short noise
packet that does not follow the Intermediate Access
Control Protocol. Although this attack does not
consume much energy from the attacker, it can lead
to major network outages .Moreover, due to the
characteristics of wireless communication, it is
difficult to determine the origin node
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Unfairness

By exploiting the specifications for the contract's
connection time, this kind of attack prevents
authorized users from gaining access to the network
and thereby avoids the submission deadline.
Attacks like these can leverage techniques like
random exploitation of cooperative media access
control layer priority algorithms or perhaps just
plain old collisions.

Exhaustion

This assault keeps launching collisions with the
WSN nodes until their energy is completely
depleted. That is to say, resource depletion attacks
cause nodes to lose power because they cause
packet transfers to become more complicated and
longer due to routing loops and path lengthening.

Traffic monitoring

The purpose of traffic analysis in WSNs is to
discover how the nodes are communicating with
one another. In order to conduct the analysis, data
was collected via listening in on conversation
between nodes. Any node that stores sensitive
information or knows the location of the access
point or sink node is fair game for this attack.
When an assault succeeds, it reveals a lot of
information.  This could potentially cause the
system to fail.

Hole attack

Black hole or sink attacks are vulnerabilities in the
network layer that happen when messages are being
routed. This devastating bombardment is aimed for
cluster heads. By designating an adversarial node
as the cluster head, this attack can cause all member
nodes to lose their transaction processing
capabilities. A sinkhole may form as a
consequence.

Selective forwarding

When compromised nodes wilfully trash packets, a
selective redirection threat becomes even more
difficult to detect. With the help of selective
redirection, hackers can set up route discovery,
which allows them to add or remove network
traffic.  Further, they can change the range of
primary routers, send out misleading signals, and
ignore critical messages.

Sybil

The Sybil attack generates many node IDs from a
single live node in order to make it look like a
sensor node is present. Problems with allocating
resources and other factors also contribute to
system failure. It has far-reaching consequences for
load-balancing technologies such server protocols,
structure management, and shared computing.

Spoofing

Root path expansions and compression, network
segmentation, heightened end-to-end latency,
routing loops, and fake error messages are all
possible outcomes of this assault, which targets
routing data sent between nodes.

Session hijacking

An additional form of man-in-the-middle attack is a
cookie side takeover, which grants the hacker
complete control over the system account. In order
to sign in to a service like Facebook or Twitter, for
example, the app will transmit a "session cookie"—
a small bit of data that identifies you to the server
and grants you access to that account. Access to
the app will be granted by the server as long as the
session token is retained on the user's device.

Repudiation

When a system or program doesn't have proper
controls in place to track and record user actions, it
opens the door to repudiation attacks, which
involve hostile manipulation or the fabrication of
extra stages. Taking use of this flaw could lead to
malevolent users logging the erroneous data in their
log files since they changed the data writing. Just
with email spoofing, it can be used to handle data in
general while pretending to be someone else. The
results of this attack could be misleading or
incorrect information saved in log files.

Deluge

Try to reconfigure dispersed nodes—also called a
reprogramming assault. A significant chunk of the
network could fall under the attacker's control if the
attack succeeds. It was possible to carry out this
attack because most of the sensors were placed in
dangerous areas and could be operated remotely
through a wireless network. The use of robust
authentication could make this impossible to
happen.

DoS
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Any layer of a WSN may be targeted by this attack
type because it was employed across all layers.
The objective of a denial-of-service (DoS) assault is
to make a system or network unavailable to the
people who need it.  For a distributed denial of
service assault to succeed, the target must either be
inundated with traffic or given knowledge that
causes them to fail. A denial of service attack
targets real individuals by removing their access to
services or assets.

Why Is Machine Learning Needed in WSN
Security?

Certain WSNs engage in unsupervised interactions
with  security-sensitive data under malicious
conditions. In such cases, WSN security
precautions are of the utmost importance. The
security measures can help with data freshness,
authenticity, integrity, and confidentiality. Because
of their low processing power and restricted
resources, WSNs aren't a good fit for traditional
network security solutions like user permission.
Hence, the access gateway developed by the
authors of [20] to assess the activities of loT
malware networks employing ML classification
techniques such as k-NN, Random Forest, and
Naive Bayes illustrates this point. Among these
strategies, k-Nearest Neighbor (k-NN) proved to be
the most accurate in performance evaluations. A
privacy-preserving Support Vector Machine (SVM)

Trust
management

Continuous
change of
WSN
topology

training strategy was also suggested by the authors
of [21] for 10T data; this method does not depend
on a trustworthy third party and requires only two
transactions per iteration. Comparing this method
to traditional SVM, the computing complexity is
drastically reduced. So, ML technology is a great
example of how to cut costs in various security
domains. For instance, anomaly detection
performed admirably when protecting against DoS
attacks, monitoring packets through analysis, and
other forms of malicious activities [22] Additional
ML-based procedures include increasing network
availability, error detection [24], and traffic
congestion [23]. Aside from the physical layer's
authentication processes, it could be an effective
solution [25]. Hence, ML approaches applied to
WSNs should alleviate a lot of these issues while
also offering great benefits in terms of accuracy and
adaptability. Challenges of WSN Security

Networks of wireless sensors are an efficient
system for gathering data and transmitting it in real-
time via the perception layer. On the other hand,
the network's reliance on public wireless channels
is severely constrained by this layer. Many
obstacles exist, particularly in the realm of security.
Concerns with data privacy and security in WSNs
compound the problems with applying network
security standards to these networks, as previously
mentioned. They will discuss the main concerns
highlighted in Figure 3, which illustrate the main
challenges to WSN security:

Limited
resources

Absence of
centralized
control

Figure 3. WSN’s main security challenges.

Absence of Centralized Control

For instance, authentication activities will occur
independently between neighboring WSN nodes
because the perception layer is not centralized.
Consequently, a workable option is to implement

protocols that group WSN nodes into clusters and
allow neighboring nodes to share authentication.

WSNs Topology Changes

The topology of a WSN network is always
changing because nodes in the network can move
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around, the environment can change, and nodes can
be added or removed from the network [26].
Because of the need of handling these topological
changes, authentication and routing systems that
provide multi-hop communication are essential.
All nearby (receiving) WSN nodes within the
transmitter's broadcast range, for example, get the
signal when the network's architecture is renewed.

Scalable Trust Management

In WSNSs, trust management is the difficulty of
identifying legitimate nodes from illegitimate
nodes. The occurrence of a breach and the need to
withdraw trust when it is detected, power
limitations, the number of nodes to consider, and
the difficulty of rebuilding trust when breaches
occur are all unique challenges to trust in sensor
network management. Furthermore, due to the
performance/energy limits of several of the WSN
nodes, it may not be able to accomplish complex
key generation methods or pairs between them. It
might not be feasible to do something frequently,
even if it is feasible on an individual occasion.
Assuming that some WSN nodes would inevitably
have their shared keys physically compromised, It
IS wise to restrict the amount of nodes that can
exchange keys to lessen the impact of an attack.
Simple methods of key management can do this
[27].

Limited Resources

Another issue stemming from the little effort
required by the WSN node to get the data this
sensor is meant to provide is a lack of resources.
Since these gadgets aren't strong enough to secure
even the most basic degree of protection for
themselves, bringing their prices down to meet
customer demands is a major concern when it
comes to security. Weak reliance on connections,
processing, or storage should characterize security
management in WSNSs if it is to be compatible with
other network administration operations.

Challenges of Using ML Algorithms in WSN
Security

Regardless, machine learning techniques are crucial
for training WSN nodes to identify security flaws
and hostile intrusions. This form of wireless
network has numerous obstacles because of its low
power and processing capacity. Predictions made
in the present moment by machine learning

algorithms—which include learning from past
data—are erroneous. The effectiveness of the
algorithm is set by the quantity of extra data.
Energy costs are directly proportional to the size of
the data set. Put another way, the WSN's power
constraints and the ML algorithm's heavier
computational load are not mutually exclusive.
This trade-off can be avoided by centrally
implementing ML algorithms. ~ As a result,
environments using wireless sensor networks are
vulnerable to these algorithms. The security needs
of WSNs cannot be met only by machine learning
methods. When it comes to authentication and
integrity, for example, they can be tricky to
implement. Processing and power consumption are
significant for providing such actions between
WSN nodes. For example, this can be shown
through authentication between the car and the
driver, but it's not easy to show between different
WSN nodes. Conversely, ML algorithms have
been employed in certain research to authenticate
users by exploiting physical channels [28].

There is always some degree of inaccuracy in any
machine learning algorithm, no matter how tiny.
Consequently, secret information should be as
secret as possible. To improve case-based risk
management of sensitive healthcare data using ML
technology, the authors collaborated by delivering a
Mathematical Encryption Standard (MES). Fuzzy
inference systems combined with neural networks
improved decision-making about MES's risk
control strategy. Their aim to raise security
concerns is supported by the results showing an
accuracy rate of 97% and a MES error rate of less
than 0.05. Even with the writers' best efforts, there
will always be some degree of mistake, no matter
how small.

ML-Based WSN Diversified Security

the role of ML algorithms in wireless sensor
network security in different areas other than those
discussed in the previous subsection, including the
man in the middle, espionage, and selective
forward.

In [29], the authors employed a neural network
approach that includes three types of neurons:
devices, sensing, and delay. Additionally, they
utilized five hidden neurons with three levels of
sensitivity. Each node's health is monitored by the
proposed algorithm through those inputs to the
network packets. Values that aren't where they
should be suggest either erroneous information or
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the existence of a human intervening in the assault.
In a different method that use an ML algorithm to
recognize  WSN devices, the authors of [30]
introduced a unique model to classify newly
allocated devices in the house or office as reliable,
strict, or limited. An Internet of Things security
provider takes the fingerprints that the gateway
creates and uses a machine learning classification
model to determine the device's kind and the data it
sends and receives. The gateway must also keep an
eye on the traffic that freshly assigned devices
produce. Furthermore, ML was employed by the
writers of [31] to distinguish between data traffic
emanating from WSN and non-WSN devices.
Classification is being accomplished with the use of
session data and device-specific properties.

Furthermore, to ascertain whether a benign node
had become malicious, the method detailed in [32]
employed an ML algorithm. You can also employ
bio-inspiration as a defense mechanism against
harmful nodes. It is necessary to divide the normal
and faulty data sets before the k-means method can
begin.  Subsequently, support vector machines
(SVMs) are used to create a decision block that has
normal, defect, and critical boundaries. With the
use of an anomaly detection method, they calculate
the WSN node's mean and standard deviation from
the SVM dataset. In response to a detected
anomaly, the immune system goes into action. By
mimicking biological processes, virtual antibodies
ultimately eradicate dangerous nodes

Table 1 Summary of reviewed ML algorithms in WSN diversified security.

ML Technique

Processing Attack

Accuracy Limitations

Cost

£ ANN High Man in the Middle 99% Needs huge datasets
[e0 Random Forest Low Traffic monitoring  96% Not expandable
(identification)
(<10 Binary Classifier  Low Traffic monitoring  95% Centralization of
(identification) classification
ks k-mean + SVM Moderate Malicious node NA Centralization of
classification
[¢74. Random Forest Low Privacy NA Requires large memory
for storage
[EF . Random Forest + Moderate Channel identification NA Not effective for large
SVM networks

11l RELATED WORKS
Research in wireless sensor networks is now
centered on clustering and routing protocols with
the goals of improving network efficiency,
extending the lifespan of sensor nodes, and
optimizing data transfer. Here, we highlight
developments in a variety of fields by classifying
recent academic research into three separate parts.
They begin with a discussion of fuzzy logic-based
methods for routing and clustering. Finally, it looks
at how to improve the performance of routing and
clustering by wusing intelligent computing
approaches, most especially Particle Swarm
Optimization algorithms. Finally, to effectively

tackle the intrinsic problems of WSNs, they take a
look at techniques that combine intelligent
algorithms with fuzzy logic.

A region-centric method is used to defuzzify the
output linguistic variables in order to achieve a
clear value. Once the CH election is finished, nodes
that aren't CHs join the cluster that has the closest
CH. Clustering is completed when non-CH nodes
communicate sensed data to their corresponding
CHs; thereafter, each CH compiles all the received
data and sends it on to its recipient. To get a more
accurate view of the CH's energy usage, E-FUCA
looks at the average distance to the communication
node rather than the node density. Selecting the
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mean distance provides an accurate depiction of the
communication expense experienced by the CH.
Cluster formation in FUCA is marred by greedy
decisions made by non-CH nodes, which pick the
nearest CH regardless of the CH's load. With E-
FUCA, non-CH nodes pick CHs smartly by
considering the rank of the CH, how close the node
is to the CH, and how many nodes are in the cluster
radius that was determined when the node was
chosen. In order to further improve energy
efficiency, E-FUCA chooses its CHs according to
the next hop rank, proximity to the next hop, and
distance reduced to basis station. Strategies for
routing and clustering that rely on intelligent
computing Reliability, load balancing, and fault
tolerance are all made easier with traditional
clustering-based routing techniques. Nevertheless,
they shorten the lifespan of CHs. New ideas for
WSN routing and clustering protocols have
emerged with the meteoric rise of intelligent
computing techniques. A method for selecting CH
that uses less energy was presented in [39]. This
approach uses an improved GWO algorithm to pick
CHs while taking into account convergence
distance, residual energy, balancing factor, and
average intra-cluster distance, among other
characteristics, to prolong the WSN's life.

When designing the fitness function for CH
selection, we take into account things like residual
energy and the distance between nodes and the BS
in terms of standard geometry. The goal of this
design is to increase the lifetime of the network and
promote energy balance by selecting CH uniformly
in each round. The PSO algorithm is another
popular smart optimization method that relies on
population data. An approach to choosing
appropriate sensor nodes as CHs in order to extend
the lifetime of the network is presented in
CASICPSO.This method makes use of PSO. At the
outset, CASIC-PSO generates a random starting
point for every particle, determining its speed and
location by converting particle encoding to sensor
node coordinates. The next step is to calculate the
fitness values of the particles using a fitness
function that accounts for the transmission energy
usage between the BS and the sensor nodes as well
as the remaining energy of the nodes themselves.
Then, we find out each particle's optimal personal
fitness value and the optimal global fitness value.
At last, the particles keep changing their positions
until the predetermined number of iterations has
passed, at which point they will have achieved the
optimal solution based on the position and velocity
vectors globally. To further improve search quality

relative to iteration number, acceleration
coefficients are adaptively tuned. [40]

In [41], It offered a method to strengthen network
defenses against intrusions that could occur through
unauthorized internet traffic. Finding a happy
medium between the need for security and the
limitations caused by things like trust and available
resources was the goal of the suggested solutionA
ranking-based route mutation mechanism that
selects optimal network flows using the bafflement
technique was employed in the study to achieve
this.  Strong security at the base station level is
ensured by taking into account numerous factors
while picking these routes, such as route overlap,
energy utilization, and link cost. Along with
inspection methods designed for completely
centered WSNSs, this approach also enables
numerous changed paths that can confound possible
attackers. The method is picking out a number of
imposter sink nodes in advance so that attackers
can't tell which one is the real one. The remaining
energy of surrounding nodes associated with the
selected intruder sink nodes is taken into
consideration by using an appropriate value. The
predicted extra cost of communication within the
associated region is taken into account by this
parameter. Notably, this technique can still be
implemented in large-scale sensor networks at a
reasonable cost.

IV CONCLSUION

The optimizing communication in Wireless Sensor
Networks (WSNS) is crucial for enhancing network
efficiency, energy conservation, and prolonging the
network's lifespan. The review of clustering
algorithms and routing protocols demonstrates that
clustering plays a pivotal role in reducing energy
consumption, minimizing communication
overhead, and improving scalability in WSNs.
Effective clustering algorithms such as LEACH,
HEED, and DEEC optimize the selection of cluster
heads and enhance intra-cluster communication,
contributing to extended network
longevity.Additionally, the integration of advanced
routing protocols, including hierarchical, flat, and
location-based approaches, enables more efficient
data transmission. These protocols, especially when
combined with energy-aware mechanisms, help in
reducing latency, conserving energy, and improving
the overall throughput of the network. By
leveraging clustering and routing protocols, future
WSN implementations can achieve more reliable
communication, reduced power consumption, and
better adaptability to changing network dynamics.
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However, ongoing challenges like load balancing,
node mobility, and handling of large-scale networks
still require further research to fully optimize
communication in WSNs for diverse applications.

The integration of machine learning, energy
harvesting, and hybrid techniques holds promise for
further advancements in this field.

Table 2 literature study on WSN application with ML

\ Author(s) & Year H Focus Area

H Key Contributions

Rami Ahmad et al.
(2022)[42]

Security & ML in WSNs

Explores challenges of energy vs. security in WSNS,
highlights ML for security enhancement, discusses
attack detection & mitigation techniques.

Shereen Ismail et al.
(2023)[43]

Cybersecurity in WSNs

Reviews 164 articles on WSN security, explores
ML & Blockchain for security, proposes a BC-ML
framework for attack detection and prevention.

Tahesin et al. (2024)[44] ML in WSNs Security

Discusses ML algorithms for improving WSN
security, identifies challenges like QoS, anomaly
detection, and congestion control.

ML-based Intrusion
Detection

Shereen Ismail et al.
(2022)[45]

Proposes Weighted Score Selector (WSS), a
lightweight ML ensemble for WSN attack detection,
evaluates against boosting, bagging, and stacking.

Himanshu Sharma et al.
(2021)[46]

Smart City WSN-IoT
Optimization

Reviews ML approaches for optimizing WSN-loT
nodes, finds 61% supervised, 27% reinforcement,
12% unsupervised learning used in smart city
applications.

Ponnusamy Chinnasamy et

al. (2024)[47] 6G & WSN Security

Explores blockchain and ML for 6G WSN security,
proposes optimization methods, reports 97%
throughput, 95% energy efficiency, 96% accuracy.

Liyazhou Hu et al. (2024)
[48]

Energy Efficiency &
Security in WSNs

Introduces DeepNR, a DRL-based approach for
adaptive security & energy efficiency in WSNs,
improves network speed (25%), lifespan (30%),
security (20%).

Hasan Alkahtani et al.

(2024) )[49] ICS Cyber security

Proposes ML-based attack detection for ICS, tests
KNN, DT, CNN-LSTM on real-world datasets,
achieves 100% accuracy in binary and multiclass
classification.

Ahmad Alzahrani et al.
(2023) [50]

lIoT & Medical Cyber-
Physical Systems

Discusses Al-powered 10T sensor data processing
for healthcare, integrating DSS for real-time
decision-making.
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